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OGC REVIEW COMPLETED 4 May 1976

MEMORANDUM FOR: Deputy Director of Security (Pé&M)
STATINTL FROM "

SUBJECT : Requests for General Counsel Guidance
- ' from February 1974 to present

REFERENCE : Memorandum from Chief, Policy and Plans
Group, dated 27 April 1976, Same Subject

1. The submission of Office of Security requests
to the Office of General Counsel for guidance concerning
the legality of our activities and the Office of General
Counsel responses thereto from February 1974 to the present
are attached.

2. The information is organized in chronological
order with responses attached to the queries, and is
placed in four major categories. The first category is,
Firearms, the second is Investigations, the third is '
Polygraph and the fourth is Miscellaneous.
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Attachment
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MEMORANDUM FOR: STATINTL
FROM

Chiet, PoIicCy and Plans Group

SUBJECT : Requests for General Counsel Guidance

1. 1In the course of its inspection of the Office
of Security currently underway, the Office of the
Inspector General has expressed an interest in how
often the Office of Security has sought guidance from-
the Office of General Counsel with respect to the
legality or propriety of specific OS activities.  The
IG representatives would like to review all such re-

—quests we have levied upon OGC as well as the OGC
responses thereto:

2. It would be appreciated if you would research
this topic not only from the standpoint of those re-
quests originated by PPG and filed in 0S Registry, but
also anything falling into this area initiated by other
components of the Office, especially the PSI Directorate.

3. Our deadline to complete this project is close
of business 30 April.

(Behant. : 26 Fehirnnany (774 )

T A . © STATINTL
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22 Aungust 1974

Genéral'Counsel

FPirearms Authority of Central I
Intelligence Agency R o o f-fffrﬁ

A.

B.

50 U.S.C.A. 403£. Sac. 5 ({(d)

(attached) Tt
Headgquarters Regulation -
b (1) and b (3) L e T
(attached) ’ T T e es

Memorandum from Assistant General =~ _ -
Counseal,| dated - . v AXIAT .
24 June Tyov - e
(attached) ' T e ’

Public Law 90-331, Section 2 and - el
Section 3056 of Title 18 of the Coo
United States Code oL
{attached) e
Memorandum from Secretary of o - -
Treasury, George P, Shultz, ) oo T )
dated 27 Novamber 1972 S e

« ¢ - - -

{attached) ’ - T . T

1. The general authorities set Fforth in the public law =

establishing the Central Intelligence Agency {Reference a),
reflect that Agency employees may "carry firearms when

engagad in transportation of confidential documents and

materials affecting the national dafense and security."”™ Agency
internal requlations {Reference B) further clarify this au-
thority, establish specific guidelines regarding circumstances
under which a firearm may be issued and delineate rules for )
employee training and weapon accountability. A 1969 memoran—
dum (Raference C) £rom the General Counsel to the Director of
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Security, affirms the authority of Agency ermployess to carry‘

‘'weapons when engaged in sensitive courier operations and.
- definitively outlines the limitations and responsibilities

imposed on such persons,

2. In addition to the clearly authorized armed escort
of extremely sensitive documents and materials, the Office of
Security has traditionally extended the use of armed personnel
to three other specific activities: physical protection of = -
the Director and Deputy Director of Central Intelligence (DCT °

Security Staff):| |

- 3.. In justification of its policy of providing armed
agents for the physical protection of the DCI and DDCI, the .-
Office of Security has applied the rationale that they are
human repositories of a tremendous volume of highly classified

25X1A"

~Anformakion, --AY +the zame tima, there is considerable evidence -

to suggest that the threat of assassination, kidnapping or .
physical harassment of the Director and Deputy Directoxr igs a -

very real one. | |25X1A

P5X1A
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5. "In the light of recent developments, the Office of
Security has examined many of its activities with a view '
toward datarmlning their propriety and strict legality.
Aucordingly, as in actual practice most of the domestic use
of firearms by Agency personnel falls to employees of the
Office of Security, you are requested to provide a profas—

sional opinicn as to whether or not representatives of thisf{v

ffice are acting within the scope of their official and -
lagal authority when they carxry Firearms to protect the

Director and Deputy Diractor of Central Intelligencea, provide -

Puplile Law 90-331, Section 2 (Reference D) to the protectlvo -

activities of employees of this Office. P

vou are also reguested to clarle the status as to personal -

legal and financial culpability of a properly trained employee .

wno is directed to carry a weapon in connection with his

& B --“?. T L T

25X 1A

o 2BX1A T

L

6. Consistent with your answers to the above éuostiaﬁé,‘

official assignment and who, acting in a reasonable and prudent

" manner in response to a real or apparent threat, discharges E

such firearm causing 1n3ury, death or property &anage.

7. For your inxormatlon, recent research has devaloped

that the oft gquoted memorandum (Reference E) from Secretary

of the Treasury, Shultz to all Cabinet Officers which implies

that each Department has the aunthority to establish its own

protective force, has no basis in statute law or formal :
executive order. Rather it apparently resulted from a :
conversation between President Nixon and John Dean wherein

Dean was charged with taking the necessary steps to implement
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' ' £ ha Y ermined that
uch a program. However, it has been determine .
'gggh's guggequent conver;ation with Secretary Snult;‘(ﬂhlch
precipitated Reference E) was the only follow-up action
genexated by Dean. . -

Charles W. Kane ' - :
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30 JAN 1S
HEHORANDUH FOQ. General Counsel e

, SUBJECT - - Firaarms Authorlty of Central
: ' Intelligence Agency

.

TaAa

1. Paferenca is made»to my aemorandnn of 22 Augﬁ;ih1974
wherein we reguested your opinion regarding the firearms -

authority of the Ceniral Intslligence Agency as it ralatesk-"« o

ta firea’ms being-carrled by Office oi becur;ty personnel..wf

2. This Offica realizes the vnluma of raquests that-are T

- currently being levied on your Office, however, your opinion
o on this particelar quebtiﬂn is needsd and ycur early resgonsa
(- would be app *ecia.ad = o e e

Tee
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OGC 75-0685
25 February 1975

MEMORANDUM FOR: Charles W. Kane, Director of Security

- SUBJECT: Firearms Authority of Central Intelligence Agency

f 1. You have requested the opinion of this Office as to the legality of a

) number of current practices of the Office of Security involving the use of
firearms and as to the liability of an employee who discharges a firearm
causing injury, death or property damage. The practices about which you
make inquiry are the use of armed personnel for the physical protection of
the Director and Deputy Director of Central Intelligence,

| 25X1A

25X1A

order oI presentaition.
OoGC (25X1 ' 0GC25x1

O1f fourteen other comparable statutes located in the United

States Code, twelve are phrased in broad terms, authorizing certain

personnel in the agency concerned to simply "carry firearms" or to "carry
firearms in the discharge of their official duties.” More restrictive terms

are found in the case of the Departments of Defense and State. Certain

civilians in the Department of Defense may carry firearms while assigned
investigative duties or such other duties as the Secretary of Defense may
prescribe. Designated security officers of the Department of State are

authorized to carry firearms for the purpose of protecting heads of foreign

states and other distinguished visitors to the United States, the Secretary

and Under Secretary of State, and representatives of governments attending OGC
international conferences, and also for performing special missions. 25X1

OGC
25X1

OGC 25X1 Where Congress has chosen 1n certain
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instances to deal expansively and in certain related instances to deal
restrictively, it must be assumed that the limits set out in the restrictive
cases are intended by design and are not the result of inadvertence.

4. The CIA relationship with the Secret Service arising under Public
Law 90-331 is governed by the terms of the agreement between the Secret
Service and the CIA signed in October and November 1971. Under the terms
of that agreement, CIA officers and employees would only be detailed to
augment the capacity of the Secret Service to perform its protective duties
if, and when, requested by the Director of the Secret Service. However,
as an ongoing service in aid of the Secret Service protective function, CIA
is committed to furnish information that comes into its possession pertaining
to individuals or groups that may prove a threat to the persons the Service
protects. It should be noted that the undertaking to furnish information
pertains only to the Agency's statutory responsibilities in the field of .

foreign intelligence. The agreement thus comports with the policy set out -

in HN |:|25 April 1974) wherein it is stated that it is unnecessary to
review as a questionable activity agreements to furnish assistance to
Government components in the form of passage of information concerning
foreign phenomena.

COCONFDENTIL o
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5. Your final inquiry concerns the liability of an employee who causes
injury, death or property damage through the discharge of a firearm while
he is acting within the scope of his employment. The key to answering this
question is determining whether or not the employee actually is acting within
the scope of his employment. There are cases where the individual is not
acting within the scope of his employment when he causes personal injury
or property damage and in these cases the individual alone is liable. The
case of an individual making use of a Government-issued firearm during
off-duty hours for strictly private pursuits is clearly a case of acting outside
the scope of his employment. However, it is possible that behavior on the
part of an employee thatis completely at variance with the terms of his
employment may be determined to be outside the scope of his employment
even though the actions giving rise to injury or damage take place during
the time and at the location where he is to be on duty. Just how complete
a departure from the line of duty must take place before it may be determined
that an employee is acting outside the scope of his employment is difficult
to define in advance or without reference to a particular fact situation. Itis
sufficient to say that whether or not an employee was acting within the scope”
of his employment is often itself the subject of litigation in a tort action and
that, if the individual is determined to have acted outside the scope of his .
employment, he alone, and not the Government, is liable.

6. However, when the individual is acting within the scope of his
employment, the United States is also liable in the same manner as a private
party under like circumstances. (28 U.S5.C. 2674) A point to be borne in
mind is that the individual is liable and remains so even though the United
States is also liable. The common law rule that an agent, or employee, is
liable for his own tort even though the principal, or master, is also liable
remains in effect unless the law has been modified by statute. Such a statute
does exist in the case of personal injury or property damage resulting from
the operation of a motor vehicle while the employee was acting within the
scope of his Government employment. In such a case, suit against the United

. States is an exclusive remedy and no civil action may be brought against the

employee or his estate. (28 U.5.C. 2679) However, when an employee is
acting within the scope of his employment and causes personal injury or
property damage in a situation not involving the operation of a2 motor vehicle,
he and the Government are liable. Normally, however, in such cases suit

- is brought against the Government alone or against the Government and .

employee as co-defendants. If judgment is returned against the employee
and the Government jointly, it is to be expected that the Government alone
would pay the judgment in full. It has been the policy of Government not to

5

CONFIEAT
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penalize an employee for his negligence other than through whatever disci-
plinary or personnel action the individual agency may take on its own initiative.
Judgment in an action against the Government alone or against the Government
and employee jointly, acts as a complete bar to any subsequent action against
the employee alone. (28 U.S.C. 2676) As a practical matter, then, it can be
said that when an individual commits a tort while acting within the scope of

his employment as a Government employee, it is to be expected that the burden
of defense will fall most heavily on the Government, that, if there is a judgment
in favor of the plaintiff, it will be paid in full by the Government, and that the

judgment itself will act as a bar against further action against the employee
alone. : '

Office of General Counsel
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FOREIGN OPERATIONS AND GOVERNMENT INFORMATLON SUBCO“MITTEE
OF THE
COMMITTEE ON GOVERNMENT OPERATIONS °

'S June 1974

Testimony of Harold L; Brownman, Deputy Director for Manage-
ment and Services, Central Intelligence Agency ,

-

Mr. Chairman, Members of the Committee,

The Central Intelligence Agency is happy to be of all
possible assistance to the Committee and its staff concern-
ing the CIA’s use of the polygraph. This opening statement
has been prepared with that thought in mind. However, we .
believe that an executive session of the Committee for the
ensuing question period will permit us to more freely re-
spond since we may have to touch upon classified matters
in satisfaction of your questlons. May we request, Mr.
Chairman, that the question and answer period of thls
hearing be held in executlve session. :

The CIA is familiar with the recommendations of this
Committee which were made in its Tenth Report, including
the recommendation that an interagency committee be
established to study problems posed by the Federal Govern-
ment's use of polygraphs and to work out solutlons to those
problems. . .

In the years 1964 to the present, the CIA has attempted
to comply with your recommendations and with the spirit of
the recommendations made by the interagency committee.

The CIA, as an Agency with an intelligence mission, uses
the polygraph in its applicant securlty screening program.

- All positions in the Agency are sensitive within the crlterla

established in Executive Order 10450. All full-time,
permanent employees of the Agency possess Top Secret
clearances. _
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The Director of Central Intelligence.has put out a

Directive governing our use of the polygraph. Under the
terms of this Directive, a copy of which has been pro-
vided the Commlttee,

The Director of Security is responsible for
the supervision and training of polygraph exam-
iners and for the conduct of the polygraph
program -of the CIA. He is charged by the DCI
with the responsibility of insuringtthat the
highest standards of operating procedures and
equipment capability are established.

The polygraph is used in the CIA as an aid
to investigation for determining the security
eligibility of persons for employment by or .
assignment to the Agency; staff-like access to
sensitive Agency installations; utilization in
operational situations; or continued access to
classified information where implications of a
security nature or investigative information
require clarifying security interviews.

, The polygraph is not used on official or
administrative matters involving possible

- malfeasance, or for the sole purpose of
determining violations of the crlnlnal laws
of any country.

If a polygraph examination involved a ques-
tion pertaining to the violation of a criminal
law, the individual would be informed of his
privilege against self-incrimination and his
rvight to consult with legal counsel or other

- professional assistance prior to the examina-

tion. Notification of such rights would be
formally recorded. '

Each applicant for employment is notified, at
the time he is given application forms, of the
intent to use a polygraph examination in the
course of his employment processing. A copy of
this form has been provided to this Committee.

2
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He is told, before testing, the general content
of all questions which he will be asked. The ques-
tions, since they are couched in broad terms, are
discussed carefully with the applicant and the

"examiner works with the applicant to tailor the

question to his/her age, sex and background. All
the testing procedures are explained.

Before a person undergoes a polygraph examina-
tion, his consent is obtained in writing.

If an applicéﬁt asks, he is told if the
polygraph examination is being monitored -or
recorded.

Before an applicant is polygraphed, he has
been interviewed by representatives of the Offlce
of Personnel and Office of Medical Services. A
security field investigation has also been
initiated. Guidance from the Office of Personnel
and the Medical Staff is routinely provided to
the Office of Security if any information has
been developed as a result of their screening
procedures that might preclude the advisability
of conducting a polygraph interview.

The Director of Security is responsible for
establishment of adequate safeguards designed
to prevent unwarranted invasion of privacy.

All questions must have specific relevance to
the person being polygraphed, and to the purpose
of that particular test.

Examiner's instructions have been prepared
in sensitive question areas to ensure that persons
undergoing polygraph interrogation are not sub-
jected to questioning about irrelevant, unwarranted
or trivial matters. The interview is not used to
probe a person’s thoughts about conduct which has
no security implications; e.g., religious beliefs,

Approved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0
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practices, and affiliations; cplnlons Teoardlng
racial matters; political activities or organi-
zational affiliations of a nonsubversive nature,
and personal views concerning prcposed or exist-
1ng legislation.

The Director of Security maintains separate
files for information obtained during polygraph
examinations. By separate we mean separate from
Security files as well as separate from Personnel
files and, of course, we do not put any polygraph
derived 1nformat10n on computers or in computer .
data banks. Polygraph information is released
only to appropriate Agency officials when it has
a direct bearing on a decision to be- made by
that official.

Polygraphed acquired information can only be
released outside the Agency after a determination

_ has been made, which is approved by the Director
"or Deputy Director of Central Intelligence, that

such a release 1s necessary in the interest of
national security. :

I feel it would be appropriate here to make three ba51c.

-

The polygraph examiner makes no recommendation
as to the security sultablllty or status of the
person tested. X

The polygraph report is evaluated as but one
element of the total investigative record.

At no time is security action taken solely‘
on the basis of the polygraph charts.

Approved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0
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Moving from procedures into the research area, you
recall that one of this Committee's primary recommendations -
was that a program of research on polygraph be undertaken

to investigate the validity and reliability of the procedure.
We are conducting such a program. .

Reliability, defined as consistency of interpretation
of polygraph charts, has been looked at by means of exam-
iner agreement studies. Agreement figures from our studies
are comparable to figures from similar studies of other
groups interpreting data germane to their specialties.

On the other hand, validity--or the degree to which

‘polygraph charts measure what they purport to measure--has

been a more difficult issue to evaluate. Satisfactory in-
dependent criteria for validating real life conditions are
scarce, and the differences.in polygraph subject attitudes
between real life and laboratory conditions have prevented
much -headway through laboratory experiments. The data so
far available have not been disappointing, but they are
limited, and we still lack an appropriate scientific base
for any conclusions. . -

We also investigated validity in the sense of utility--
the degree to which the polygraph program does what it is
intended to do. As you can see from this chart, in each
year since 1964 a significant number of security dis-
approvals of applicants who were processed to the point
of the polygraph interview has been due to the polygraph

-portion of our security processing.

Alternative sensors have been evaluated--for example,
a more sophisticated electrodermal sensor; impedance rather
than mechanical sensors; electromyography; -electroencephalo-
graphy; microvibration; electrooculography; pulse-wave
velocity; and cardiotachometry. We can generally state

~that while many of these alternatives show some promise,"

they have not shown sufficient practical promise to cause

us to modify our present instrumentation. This does not

close the door on new parameter research. This is a

-continuing process.

Approved For'ReIease 2002/07/02 : CIA-RDP83B00823R000300040001-0 _ /
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We have shifted to a different model of polygraph
instrument than the one we were using at the time of the
last hearing, and we feel it is mechanically superior.

We are continuing to evaluate new instrumentation as it
becomes commexcially available, and we are continuing our
own search for improved instrumentation.

- - "We have developed a computer system which was utilized
heavily in the previously mentioned studies of reliability
and of mathematical modelling of examiner performance. We
were also, naturally, interested in determining the computer

‘system's practical ut111ty as an additional parameter to

actual polygraph operations. Utilizing all that was learned
during the evolution of our experimental arrangenent, we

have full specifications for constructing a dedicated com-
puter system to assist the examiner in chart interpretation.
We are now in the process of evaluating the cost-effectiveness
of the dedicated computer system.

Preliminary efforts have been undertaken in the field
of countermeasures to polygraphy. We have plans for a long-
range systematic program studying the possibilities in this

"field, but of course results are not yet avallable on these

studles.

Voice analysis has drawn our attention. We have been
interested in this field for several years, and have been
monitoring research in this area conducted by other institu-
tions. We do not believe that research to date has been
exhaustive or conclusive and, accordingly, we are planning
our own analysis of its possibilities. This project is
still in its developmental state. :

In conclusion, it should be made clear that we feel
this Committee, in looking into polygraph procedures,. has
performed a very useful function. It has stimulated much
needed research by our Agency and has made us take a
careful look at our procedures. And now, Mr. Chairman,
may we request executive session for the question and
answer period.
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MEMORANDUM FOR: Genaral Counsel

THROUGH i Deputy Director for Managemeat -
- - and Services S
SUBJECT : Monitoring and Recording of

Polygraph Tests

1. The Agency uses polygraph testing as a routine
procedure in applicant processing and may ask eaployees
to participate in polygraph testing froa time to tine.

Z. Some of these polygraph tosts are tape recorded
and all of them are monitored, on a spot-check basis,
without kaowledge of the person interviewed. Ye have
been informed by your office that this practice is not
in kezeping with a 4 September 1973 letter froa the
Attorney General which requires consent of an individual
before private converssations can be monitored or recorded.
Als0, CIA has been asked recently by the louse Subcommittcs
on Governaent Operations and Information why it did not
routinely inform individuals that the polygraph interview
may be monitored and recorded.

3. In satisfaction of both of these issues, the
Office of Security proposes nodification of its polygraph
agreements as shown on the attached copies. Your con-
currence 1s requested. .

STATINTL

Chaxles W. Kane
Director of Security

Atts

Approved For Release 2002/07/02 : CIA-RDP83800823R0001§'0004000_’I’_§'0'_ T

S 46356 |




STAT Approved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0

Approved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0



- Ahproved Fo,r Release 2002/07/02 : C|A-RDP83300823R000300040_001-0

\,( , . ( . .

. 3 l .

POLYGRAPH AGREEMENT

2

I, ; , an applicant for

employment with the Ceniral Intelligence Agency, understand that
the Agency uses Polygraph testing as a routine procedure and that
every employee of the Agency will be requested to participate m
Polygraph tests from time to time. Having been informed of .'my
fights under the Constitution, I agree, of my own free will and with~
out any compulsion, duress, or promise of reward or i?ﬁmunz'ty, to
an interview with oﬁ‘icz‘ais of the Central Intelligence Ag-ency, during

which I will partz'cipate in Polygraph tests, and I consent to the

I have read the foregoing and fully undersiand ils import.

IN WITNESS WHEREQF, I place my signature below, this

day of 19

Signature

day of

The above was read and signed in my presence this

19

Approved For Release 2002/07/02 ‘GI#‘RBP‘BW
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POLYGRAPH AGREEMENT

1, ' , an em?loyee of the

Ceniral Intelligence Agency, understand that the Agency uses Poly-

graph testing as a routine procedure and that every employee of the

Agency will be requested to participate in Polygraph tests from time

" to time. Having been informed of my rights under the- Constitution,

I agree, of my own free will and withoui any compulsion, duress, or
z'Jromz'se of reward or immunity, to an inlerview with officials of the
Central Intelligence Agency, during which I will participate z'n‘PoZy-

graph tests, and I consent to thé monitoring and recording of

‘these tests for the purpose of accuracy. .
I have read the foregoing and fully understand its import.

IN WITNESS WHEREOF, I place my signature below, this
day of 19

Signature

The above was read and signed in my presence this

19

day of |
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MEMORANDUM FOR: Director of Central Intelligencev

VIA Deputy Director for Manaoement
and Services

Deputy Director for Science
and Technology

Director of Medical Serv1ces

General Counsel

Legislative Counsel

FROM Director of Security

SUBJECT ¢! Release of Material on the Agency's

Use of Polygraph to the House
Committee on Government Operations

" Action Requested: It is requested that you

asked of the Agency following the 5 June 1974 testimony
on polygraph before the Forelcn Operations and Government
Information Subcommittee, House Government Operatiomns -
Committee, _

2. Basic Data;

a, On 5 June 1974 Mr. Harold L, Brownman,
Deputy Director for Management and Services,
testified before the Forelcn Operations and
Government Information Subcommittee on the
use of polygraph within CIA. The Agency
received follow-up questions durlng the
month of July.

b, We have drafted the attached material i
for your consideration and propose its use as
the required response,

© ap r—————
S r———— et
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3. Staff Position: We believe this material is
responsive to the Committee's request. It was coordinated
with the Director of Medical Services and the Office of
Research and Development, DD/S§T. '

4. Recommendation: In view of the above, it is
recommended that you approve the use of the attached

material as the Agency's response to the July questions
of the Subcommittee. - : :

Charles W. Kane T——
Director of Security

Att

Approved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0
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QUESTIONS FOR THE CENTRAL INTELLIGENCE AGENCY

What is the naturc of rese
of polygraph testing and hav

-~
W
o
(23
.
-
-

rch by CIA into the subject
¢ inquiries been made to
o duplication of that

o~ D .
[ Va4

DOD to ensure that there i
department's research effo

Fhat are the results of the rescarch already performed,
and what rescarch is currently under way or planned for
early performance? ‘ - ‘

Arc there any peculiar training Trequirements for CIA
polygraph examiners that require an in-house training
program, separate from thosc of the FBI or the Army?

Are individuzals who undergzo polygraph tests told of

the results of those tests and of the conclusions of

the examiner? ‘ ~

Why is the individual undergoing the polygraph test

told, only if he inquires, whether or not thc examination
is being monitored or Tecorded? : E

In fiscal year 1974 has information from or the results
of CIA-administered polygraph tests been made known to

‘other Federal agencies or offices in the Execcutive

Branch? Under what circumstances?

Is it a requirement, prior to an individual being given
a polygraph test, that he be examined by a physician and

by a psychiatrist or psychologist? Are such examinations
more than an interview? _ :

Would you recommend such prere site examinations be
adopted Government-wide, by al gencies administering
polygraph tests? o .

Tre

qui
1l a

To what extent are full and free discussions by CIA
personnel with the President's Foreign Intelligence
Advisory Doard inhibited by the fact that neither the
nenbers of that board nor its Exccutive Sccretary nor

any of the Board's employces must take and pass a )
polygraph test as a condition of appointment or employment?
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( Questions for the CIA- . -

10.

te

wWhy is it nccessary for CIA to usc polygraphs for pre-
cemployment screcning when the State and Defense De-
partments and the FBI do not believe it is necessary
for their many sensitive jobs? :

The top two officials of CIA are not required to
undergo polygraph testing yet all other CIA officials
and employees are. What possible justification could
there be for testing all the Indians but not the twe
biggest Chiefs? . ‘
1Z. Vhat are your views on the advantages that could.
if responsibility for polygraph examiner training
were to be assigned to one agency, consolidatéd at one
Oor two locations, and standardized as to length, course
content, and examining techniques? E -

acCcrue
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1. The CIA's polygraph research effort was comprised
of an internal data collection program and an external z
experimental program. The internal program's goals !
were: (a) to develop a technology to objectively
measure and classify the polygraph signals and-
(b) to assess the utility, rellablllty and valldlty
of the polygraph to the Agency in its security :
practices for employment screening. The external program
examined: (a) new sensors; (b) alternate modes of i
question presentation and/or subject response; and '
{c) various analytic techniques for chart 1nterpretat10n.?
The external studies also addressed the issues of
reliability and validity.

The external research effort was coordinated with |
DOD through attendance at meetings of the Joint . i
Services Group established by the DOD to monitor
research. Though the data base of the internal reseaxch
program was not “shared with the DOD members, they

were kept apprised of technical developments and i
problems. -

2. Though Agency sponsorship of the external research
effort was often classified, the work itself was
not and the bulk of it has been placed in the _
public domain through reports in professiomnal and z
scientific journals. The decision to publish or ?
not was left to the principal investigators who conducted
the studies. By and large, the studies demonstrated
that: {(a) there is a rational and scientific '
basis for polygraph; (b) the polygraph is an effective
detector of stress (though clearly not infallible);
and (c) while several new sensors showed promise,
none was sufficiently so to warrant changes.

The results of the internal research program are
based on data pertaining to Agency operations and
they therefore have not been disseminated to DOD elements
generally. NSA has been briefed on the internal program.

The current research effort will examine techniques

to identify attempted countermeasures. This program was ‘
only recently undertaken and there are no results thus far.;

Approved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0
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3. This question must be answered in three parts. |

(A) There are no peculiar training requirements
that require an in-house training program
separate from those of the FBI or the Army
when training is considered to be limited
to familiarization with the mechanical

~aspects of instrumentation, instrument
operation and chart interpretation.

(B) For our needs, the training of an individual
must be integrated into a closely supervised,
carefully progressive on-the-job program
before a determination can be made that he is
qualified. We can only do this in-house.

(C) There are also peculiar training requirements
which indicate the advisability of a CIA
in-house training program when the full
scope of application of the polygraph

( program in CIA is considered. CIA

polygraph officers are also intelligence

officers and they are required to support

the clandestine foreign intelligence

operations of the Agency by testing foreign

agent assets. This concept is worked .

into. the training program, from the very

outset of training, as an integral part

of the procedure. Interview formats, test

construction, and recommended procedures

for the varied situations involved in agent

testing are assembled from training

materials and charts derived from actual

agent interviews. Ethnic and cultural

! considerations are woven into the training

i program from its inception so that CIA
examiners are offered a totality of
preparation for all ranges of possible

- work experience. Further, CIA polygraph

trade craft, operational procedures, and
counterintelligence activities., It has
been CIA experience that non-CIA polygraph
: training has not served to satisfy the
rr overall needs of the CIA polygraph program,

Approved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0
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5. The polygraph interview situation itself serves
as a disturbing stimulus to many people and the
additional apprehension which may accompany the
knowledge that they are being recorded or
monitored is counter productive to the efforts.
of the polygraph examiner to put the individual -
at ease, For this reason only, the information
is not volunteered by the polygraph examiner to
each individual. The individual is told o
truthfully whether or not the interview is being
monitored or recorded whenever the question
is asked.

Following discussions with the Subcommittee on
this issue, the Agency has initiated a procedure
whereby each applicant will be informed in =
writing prior to polygraph interview that the
polygraph test may be monitored and recorded
for purposes of accuracy, We plan on including
a statement to this effect in the polygraph
agreement which is provided to each applicant
before the test. A copy of the modified
polygraph agreement is attached. This proposal
has now been presented to our Office of General
Counsel for coordination, o

6. CIA releases information derived from polygraph -
tests only on request of federal employers. In
fiscal year 1974, CIA disseminated information
resulting from CIA polygraph tests in 7 cases.
In each case, the individual involved was employed
or assigned in a civilian or military capacity
to a federal department or agency involved in
sensitive intelligence affairs. or requiring
sensitive information in the national interest.
Authorization to release this information was
obtained in each case from the Deputy Director
of Central Intelligence. Subsequent to the
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: _ authorization, information was passed verbally

; through established security channels for
investigative lead processing only. The receiving
department or agency was then to conduct its -
own independent, investigation to substantiate

the lead provided by CIA. I :

- 7. This queStibn“muétfbe answered in twdﬂparts.

(A) The procedure followed by CIA in processing
an applicant for employment has been )
structured so that physical examinations -
and psychiatric screenings are performed
prior to the polygraph interview..

(B) The examinations are more than interviews.
_ The examinations are good physical examinations
| which ‘assist in the determination whether or. .
o : not the applicant is physically fit for that -
| ( _ category of duty for which he is contemplated.
o " Applicants are also psychiatrically screened.
- ' Where a mental problem is indicated, a full- . -
fledged evaluation is made.. o o

8. Although the CIA orders its processing so that : -
all candidates for employment are first given medical
examinations and screened psychiatrically and believes -
this is a sound procedure, the CIA refrains from
commenting on procedures of other government agencies -
in administering polygraph tests and from recommending
a course of action to be adopted government wide.

9. PFull and free discussions by CIA personnel with the
PFIAB are mnot in any way. inhibited by the fact that -
associated personnel are not polygraphed as a
condition of employment or appointment.

10. The CIA respectfully refrains from comment on the ;
applicant processing procedures of the Department of State,

i Approved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0
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the Defense Department and the Federal Bureau of
Investigation. The CIA has found the use of the
polygraph to be a positive assistance in
employment screening and personnel investigation.
The loss of the polygraph program would have a
negative and undesirable effect on the continued
secure operations of the Agency. B o

There are only two positions in CIA filled by the
President by and with the advice and consent of

the Senate. These appointees are subject to
whatever screening procedures may be prescribed by
the President, or suggested by Congress and approved
by the President. Therefore, it does not seem
appropriate that CIA require additional screening
procedures, such as the polygraph test, for these -
appointees. '

There are some advantages that could accrue if
responsibility for polygraph examiner training
were to be consolidated and standardized. Among
these are:

Selection of best training personnel available.

Establishment of criteria for examiner -
qualifications. . :

A better overview of government's polygraph
requirements and applications. :

A potential for contact with commercial efforts
on polygraph research, developments an
application. -

A pooling of experience.

A focal point for-government sponsored polygraph
research, development and application.

A possible financial advantage.

| Approved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0
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As to disadvantages;

" A consolidated school would of nece551ty, be -
limited to presenting a general currlculum of poly-
graph training not designed to accommodate special
requirements unlque to a specific government agency.
As explained in our response to Question 3, a
general curriculum divorced from our partlcular needs
and separated from our on-the-job capabllltles would
be 1neff1c1ent and tlme -wasting. :

A.pproved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0
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POLYGRAPH AGREEMENT

7.

I, - » e applicant | for .

employment with the Central Intelligence Agency, understand that
the Agency uses Polygraph testing as a routine procedure and that
every employee of the Agency will be requested to participate in
Polygreph tests from time to time. Having been informed of my'
Tz'ghts under the Constitution, I agree, of my own free will and wzth-
out any compulsion, duress, br promise of reward or immunity, t;; |
an interview with officials of the Central Intelligence Agency, during

which I will participate in Polygraph tests, and I consent to the

- ‘monitoring and récording of these tests for the purpose of accuracy.

I have read the foregoing and fully understand its import.

IN WITNESS WHEREO_F, I place my signature below, this
c : -
day of ___ ' 19

Signalure

day of .

The above was read and signed in my presence this

19

Signalure

Approved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0

FORNM 14204




0

’[
,

{

POLYGRAPH AGREEMENT -

. S ,

Central Intellzgence Agency, understand that the Agency uses Poly~ T
graph testing as a routine procedure and that every employee of the ‘

Agency will be requested to participate in Polygraph tests from tzme ‘ B

o time. Having been informed of my rights under the Constitution,

I agree, of my own free will and without any compulsion, duress, or
promise of reward 'or immunity, to an interview with officials of the'

Central Intelhgence Agency, during which 1 wzll participate in PoZy-- '

graph tests, and I consent to the monitoring and recording of

- these tests for the purpose of accuracy.

I have read the foregomg and Fully understand its zmport

IN WITNESS WHEREOF, ’I place my signature below, this
day of 19__ '

, Qn employeo of the

Signature

The above was read and signed in my presence this

19

Signature - - 131 1}

. d
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OGC 74-1408
22 August 1974

MEMORANDUM FOR: Director of Security -

SUBJECT : Proposed Revision of Polygraph Que stions

1. The proposed revision of polygraph questions has been reviewed
Ly this Office as requested. Itis understood that the intent of the revision
is to broaden the definition of the type of organization and activities partici-
pation in which is of interest to this Agency.

: 2. To the extent that some of the questions seem to emphasizs interest
in mere asscciation with the proscribed group, they do not confixm to the spirit
of Executive Crdexr 11785 (Tab A) nor with Civil Service Commission Bulletin
731-1 and attachment (Tab B). These directives make it clear that inere memhbhoer—-
ship in a subversive organization is net a proper test of cmployee suitability.
The important factor is membership with knowledge of the unlawful purpose of
the orgenization and with EpGlelC intent to carry out its unlawful puvrpose.

-—!

3. Proposed question 4 mekes mere membership in a Communist
organizaiion tl"e subject of the inquiry. This is in conflict with Section 2
of the attached Executive Order, which states that the listing of subversive
organizations is abolished and shall not be used for any purpose.

4. Proposed question 6 enshrines guilt by association. The inquiry
should be directed at an intent to ¢ ut an unm\Vful puUrpese.

5. These considerations warvant further revision or addilion fto the
h c*u“"tlo,xs. If assislance in drafiing questions would be usaiul,

STATINTL
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HINORANBUM FOR: Deputy Director for Administration —. .

General CoumselX

homusexual activity are asked.

FROM '+ Dirsctoy of Seeurity . oo o
SUBJﬁér : Stnadéfapégéﬁcé'Aga Pelic#vfcrA"ii.?:

- Applicaat Polygraphs R

- d ot

1. Action Requested: It is Treguestad that.yau approve
Office of Securiiy policy that all applicants will be
routinely afforded a poiygraph exanmination at age 13,

2. Background: Currently female applicants wunder
18 ‘years of ags are cleared through Secret oaly and thay
srs not pelyazraphed. Upon eatering on duty, they are given
a brief security interview which covers important security

natiers suck as conneetion with forelgm intelligence, communism,

possible blackmail, ete. Howeysr, no questions concerning

~ “

g

voluntser to take a polypgraph sxamination and be cleared for
Top Secret. llistorically this has happensd in every case.
All female applicaats 12 or over are routinely polygraphed
during thelr entrance on duty processing. ‘

T The current policy for males under 18 years of age
is that a medical approval must be obtained bafors polyzragh.
Howsver, it is pointed out that the Uffice of Security policy
is that no cmne is pelyasraphed until 2fter a3 medical approval
is given to insure thers are no problems ia this area priox
to condpeting such tasts. ‘

05 4 11907

- Approved For Release 2002/07/02 : C|A-RDP83Boosz3Rooo3oIm4nm1_n_
kb : )
‘ QECRLT

Girls who are 18 years of age, but not 19, cag-——
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' 3. Staff Position: Sincé 18 yéars is now geherally
D considered to be the age of adulthood for most purposes,
it is felt Agency policy should recognize this fact and

require polygraphs of all applicants who are at least 18
years of age, regardless of sex. . . e

4. Recommendation: It is recommended that you approve‘ '
the following two elements concerning Agency polygraph policy:

a. All applicants who are 18 years of age will
be afforded a polygraph examination on & routine basis -
following a medical approval. : '

b. The policy of not polygraphing any applicant .
under age 18 shall continue. Applicants under age 18
will be afforded a security interview which will cover
the important security concerns. Upon reaching age 18
these individuals will be afforded a polygraph interview.

25X1A |

§7(f' ' - - Charles W. Kame i ?
R ' Director of Security
* CONCURRENCE:
25X1A
— - 24 October 1974 -
JJohn 2/ Warner Date.
(J/Gener'l Counsel .
25X1A ’
| 99 00T 1974
APPROVED o ' .
| DISAPPROVE]
| ~—
| Distribution:
Original - Return to 0S
' 2 - DD/A
1 - General_Counsel
(
-
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: 24 %M / 97'5;

MEMORANDUM FOR: Director of Centralrlﬂtellicence"

SUBJECT i Reactivation of the CIA Relnvestlgatlon
. Polygraph Program

1. This memorandum is for information only.

2. The CIA Relnvestlgatlon Polygraph Program was
b inaugurated in 1957 ‘and it developed into a significant
! Polygrapn Program until 1966 when it was suspended The
STATINTL . suspension came about as other more critical demands were
! - being made on CIA polygraph resources which resulted in
manpover being dedicated | | STATINTL

| .
(- 3. Conditions have stabilized and it is now possible
L - to resume the Reinvestigation Polygraph Program on an
Agency-wide basis. The intent of this Program is to focus
on repolygraphing two categories of personnel: 1) all

CIA employees currently undergoing backeground investigation

25X1A

4, ‘To insure that this Program is administered in a
fair and equitable manner, grade or position will have no
bearing on any aspect of the Program. All CIA personnel

STATINTL

TeaLINg WITH REINVESTIZATIONS) Will De Scheduled IOT &
reinvestigation polygraph examination.

‘e A

K]

Y - | 0S 59573
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5. Apropos to_your approval on 12 March 1975 for

. Treactivating the polygraph portion of the Reinvestigation
Program the Office of Security has resumed the Procran
for its personnel and approximately 200 staff enployees

have been successfully and favorably repolygraphed. This

has proven to be a sound and beneficial security program

and I have asked the Office of Security to reinitiate the

Repolygraph Program on an Agency- wlde basis 1n the immediate -

| future.

Distributi
Orig. & Adse

' DDCI

- ER

- D/DCI/NIO

-~ D/DCI/IC

- DDSGT

- DD/0O"

DD/

- General Counsel

- Inspector General

- DD/A
- D/Security
- D/Security
- 0S Registry
- C/SSD

TR

STATINTL 95 /ps1/5SD/11
Retyped: jm Ttzr w~wovemoer 1975)

HHHHHNHHHHHHHHHHO
t

L~

15| :
John F. Blake-~
Deputy Director
for
Administration

| pd (21 November 1975)
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7 January 1976 ' i

i MEMORANDUM FOR: Office of CGeneral Counsecl

SUBJECT : Department of Defense
Polygraph Policy

1. Reference is made to the conversation of this date I
between | | of STATINTL I

é this office.

2. This will confirm our verbal request of this date

that your office review Department of Defense Directive

#5210.48 dated 6 October 1975 to ascertain if the previous
; procedure for requesting an appropriate exemption from the
i U. S. Civil Service Commission to permit this office to ad- -
! minister polygraph examinations for Department of Defense
| military and civilian personnel detailed to this Agency is |
' still necessary and/or appropriate. In this connection, a
copy of the above cited DoDD and copies of previous correspon-
dence between your office and the 0ffice of the Assistant
Secretary of Defense are attached.

—
¢

3. In the event that you find it necessary to request
an exemption, it is understood that your office will initiate
same., - '

4. Please contact Jr. of this STATINTL
office in the event thaT yOU nave any questions coucerning
STATOTHR the foregoing on

[ AR,

oo/ )
CZ&%QQ%/ /A2Q54x1¢4ggzﬁ%6ﬁ%’ ) STATINIL

Atts

. - : é}jcx/ \35;,/;2' ;%6 _ ?
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MEMORANDUM FOR 'rrm RBCOR}} - .:{'{f-;j*

A

SUBJECT'I Repolygraph Pragram - eranda Rights araeal,

‘;‘. T.x:.:‘:".-:z;.' x woone ;"7;' > j rosvdura.

R ; o Lhat L A R B S

- 1. On 30 December 1975, at my Tequeit;;lgmar;mizh_
Messrs. John Warner,  General’ Counsel, and [ 1. STATINTL
‘Associate General Counsel, to discuss the =mpprITaTION ©OT '
the Miranda Rights doctrine to the Agency s repolygraph
Program.e;:e B DALY che

,‘...-3......._‘ —\-—----1

+ -
o e e fed )

T After briefly discussing the repolygraph programf’“
and. the three categories of cases which we could conceiv=:
‘ably ‘expect as a result of the program, specific circum-
stances under which Miranda. Rights would be explained to °
employees were pursued.u The three categorles of cases: are
as follows. -iu;zm. R j S e TV MY w3 wniL.

. .~ . e b b a . B - . e - R o wl e -
1 N Lyt [T R SRS B N °
H A ,.‘ - we Y -t

. Cases-in whlch there is no- prior knowledge
that an ‘employee has engaged 1n any unlawful‘or ;:R
1mproper conduct, SR e worian i xaﬁ.litif‘

v
LRI

21 “ b, Cases in which the inleldual is. in a’ :aiﬁence
limited category of individuals .concerning whom Lo
.. there is some priox: knowledge that one or nore of S
" them may have been 1nvolved 1n an illegal or R
1mprcper act, and : R : e,

- - vy TR “‘g: .\.— Na e i
RPN S . e

"1“f - Cases: in which speciflc allegations have £oroe
been received by the Office of Security. that an' i
: employee may. have been involved in 111egal or 1m-.s Lo
~proper activities. -

3. There was much discussion toncerning the: 1ega1
requirements for an explanation of the Miranda Rights to
be given to employees: in category c. - Some doubt was. regis«a
tered as to the need in category b, and it was. unanimous -
that Miranda Rights were not required in category:'a.. How-i
ever, in order to treat all employees of the Agency exactly
the same with reference to the repolygraph program, I pro-
posed that the full Miranda Rights be explained to each

Approved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0
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individual prior to repolygraph. After an explanation of.
the Miranda Rights, the employee would be asked to sign .
the current polygraph agreement, Form 1139. It was further
proposed that a recording be made of the Miranda Rights
discussion and retained only if the polygraph interview -
surfaced information concerning illegal or improper activ-
ities. In those cases where the polygraph interview was - _ . _

bt Y

entirely favorable'the tape would be immediately erased. | 7T

- 4., Mr. Warner agreed to the above procedure. He
advised further that this procedure would fulfill both the
legal requirement and the desire of the DCI that every
employee be fully informed of his rights under the Constitu-
tion. - .

5. I asked Mr. Warner for his opinion concerning the
propriety of continuing an interview to its logical conclu-
sion in the event information concerning illegal or improper
activity is disclosed in category a and b cases. I pointed
out that his recent memorandum to the Attorney General
implied immediate notification of the Department of Justice
when information was obtained concerning an illegal act by
an Agency employee. As a result of this letter it is unclear .
when the notification of the Department of Justice must take -
place. I noted further that common sense seemed to dictate
a continuation of the interview until a normal break brought
on by fatigue or failure of further cooperation of the inter-
viewee, To do otherwise would jeopardize our chances to
obtain essential information, especially in counterintelligence
cases. It appeared to me that the appropriate steps would be
notification of Department of Justice or FBI and elements of
the Agency, such as Office of General Counsel and Inspector
General, at the conclusion of the initial interview. A decision
would then be made regarding subsequent interviews, by whom the
interviews would be conducted, and further processing of the
case. It is clearly understood that in category ¢ cases, the
Department of Justice and/or FBI would be informed prior to
interview.

6. Mr. Warner concurred in the proposal that the initial
polygraph interview be carried on to its logical conclusion
where information concerning illegal or improper activity is
developed and that notification of the FBI or Department of
Justice would be made subsequent to the initial interview in
category a and b cases. '

Approved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0
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7. Mr. Warner suggested that the Office of Securify

‘prepare a memorandum setting forth the conclusions reached

during our conversation and requesting concurrence by the
Office of General Counsel. This memorandum would then pro-
vide a record which would reflect agreed upon procedures
between the Office of Security and the Office of General
Counsel with reference to the Miranda Rights and notification
of the Department of Justice in commection with the repoly-
graph program. - .

L T | — | STATINTL

" Robert W, Gambino .
Director of Security

. v

Distribution: oL U7 e e
Orig. - DD/PSI T
* 1 - Chrono .

1 - D/Security

GAMBINO:Tjw (31 Dec 75)
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POLYGRAPH AGREEMENT

I, : , an employee of the

Central Intelligence Agency, understand that the Agency uses Poly-

- graph testing as a routine ;orbcedure and that every employee of the

Agency will be requested to participate in Polygraph tests from time
tb time. Having been informed of my rights under the Cohstz'tutz’on,
I agree, of my own free will and without any compulsion, duress, or
pfomise of reward o)‘ immum'ty, to an interview with officials of the
Central Intelligence Agency, during which I will partz‘cz‘paté in Poly-
graph tests. I consent to the monitoring and recording of these tests

for the purpose of accuracy.
I have read the foregoing and fully understand its import.

IN WITNESS WHEREOF, I place my signature below, this _________

day of 19
.Sz‘gﬁature
The above was read and signed in my presence this - day of
19
Signature

Approved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0
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MEMORANDUM FOR: General Counsel

VIA

Deputy Director for Administration

SUBJECT : Reinvestigation Polygraph

1. This memorandum is to confirm courses of action
which we discussed during the conference held in the office
of the Deputy General Counsel on 9 December 1975. The
problem discussed was the manner in which the Office of
Security would conduct reinvestigation polygraph interviews
of employees when derogatory information is uncovered.
Specifically, two different instances were discussed:

Situation a: Instances where allegations have been
received by the Office of Security which cast suspicion
upon an enploysze that he or she may have secret associations
with foreign intelligence or may have made serious
unauthorized disclosures of classified information, both

0f which instances could involve violations of 1aw.

Proposed Procedure: Under this circumstance, the
Office of Security understands that the Federal Bureau of
Investigation would be notified before any polygraph is
undertaken. Subsequent polygraph would be conducted in
coordination with the Federal Bureau of Investigation to
resolve the allegations.

Situation b: The other instance is where there is
no prior knowledge that an employee has any secret foreign
intelligence connections or has made a serious unauthorlved
disclosure of classified information.

Proposed Procedure: If, during the pre-polygraph
interview or durlng the polygraph examination itself, an
enployee reveals information concerning the above which may

0S 5 9874
Approved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0
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involve violations of law, the examiner will continue the
interview to obtain sufficient information to determine
generally what occurred. He will then advise Chief, Inter-
rogation Branch, who in turn will immediately notify senior
officers in the Office of Security. At this point appro-
priate action will be initiated to inform the Department of
Justice.

2: I am attaching a copy of our Polygraph Agreement
Form 1139 and a sample copy of the dialogue used by
polygravh examiners in briefing subjects prior to the
polygraph test.

3. I would appreciate your review and concurrence
with the proposed procedures listed above. .

STATINTL

FANC B A N By PRum ) Y Gl L1V

Director of Security

@ Atts
CONCURRENCE:
John S. Warner ' ' Date
General Counsel
Distribution:
Orig. - Return to 0S via DD/A
2 - General Counsel
2 - DD/A
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46 of the report, it would seriously impair the Director of Central

" the Halional Sccurity Act of 1947, T refer to Secifon 102(2) (3) of ihe - .-
Actwhich makes the Rirector responsible for the protection of T
intellipence sonxcees and methods {rom wnauthorized disclosurz, An .

effective personnel sec mm.y prograin is vital to assure this prolection.

. » - \"nsx—.mmou D.C. 20365, L (;
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- .- OLC 76-0273/a - s £
I-Ioworao : Bella S, Abzug, Chairwoman - P2 5 FEB 1;73 .
Bubcommitice on Govc.rnment Informeation and . )
Individual Rights : SR S, > =
Coszinittee on Govern:nent Operations . : ST ..o . E
Howse of Representatives . e LT T -
Washingten, D. C. 208515 | Lo Teoo T
. . . ) . . e T - - |
- - . . . © e - . -" - " - -. -0 4
Dezx Mzdame Chairwoeman: ' : . s e
This is fxx reply to your letter of 29 J'z-nuary 1°7C subiniiting ‘ ]
a cepy of ihe report of the Commitiee on Government O, -cratmns, e e N
Howse Reoort ©4-795, eatilled *The Use of Pelygraph e.nd Similar ‘ )
Devices by Federal Agencies” and requesting cerlain comments )
-concerning the Agency's continued use of the polygra;i-h . : i

. A o

If lepislztion was en ac;er’i io prohibit the use of ;hg. pol"g,r :ph
by all government agencies for 21l purposes as recominended on page

Intelligence Hram complying with his statutory respon..xhzhj.y under

. .-
- . - . an

The polyzzrsph is 2n integral and essentiz] part of security

processing to determine the security eligibility of persons for Agency * i
empicyment an for oper;itional purposes. As stetistics illustrate, | - - ;
during the pericd 1963 through mid-1974, of those applicantis for. : o
craployment reiscted on recunty grounds, over 60 percent were . T . - I
yejected on the basis of information developed prmciwal y or solcly R
Guring polygrach interviews. In a sampling of recent r2cords, T o

zbonrt half of the =pplicents who had been disapproved en {-e basis T
of informz3ion developad during polygraph interviews §:ad zIrMc’.y . :

completed =21l other security °creﬂn"nff aznd been

revisim, h *)roved
on this ba=is, I¥EYhoutl the polyzraph program, the disq.n y:n: nior—

mation en shese sases would have remeainaed unknown. J: addition, it is
yeusonzble o mresume that the program is a significant v cterrent to
apriication for emmployment by unsuitable candidates, and. more
m\)orfaxﬁ"’j pereiration attempis by foreig: inteliig_\cncv services. :U“‘io
4 N O T,
. . R o WSS
.. & prthe v,
. - . « C.‘f Yoy 3 -
- . i (E“; N L >
I . . " e o
* v v, Tl o>
. - . - . ‘%}’Q:I .‘D.:}JQ"\
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The utility of CIA's polygraph program is not solely afunction
of its part in contributing information leading to the rejection of ==
unsuitable candidates. The preponderance of polygraph interview
reports are favorable. Most of these favorable reports constitute
useful and comforting confirmation of other screening procedures; the
remainder represent favorable resolutions of allegations or suspiciens
which otherwise could result in injustices or in unnecessary delensive
measures. ‘ :

. The Central Intelligence Agency has consis.tently urged con-
tinuance of its polygraph program in its reports to con grzssional
commitices on propossd legislation and heavings concerning the poly~
graph. We note in the Dissenting Views of your report, cn page 56,
that on 25 March 1975, based on the hearings held in 1974, that the .
Subcommitice initially 2pproved a recommendation which would have
prohibited the use of the polygraph in all but cases inveolving national
security and for law enforcement purposes provided fiith amendinent
rights under the Constitution were not violated. This concern for
national securiiy was recognized by former Senator Sam Ervin, a
strong advocate of individual rights, though he otherwise objected
to the use of the polygraph. In his proposed legislation to protect the
sersonal privacy of government employees, introduced during several
Congresses prior to his retirement from public office, Senator Ervin
expréssly excepted the CIA and the Nationzl Security Agency from .
the provision barring the use of the polyg -zph in Government. Senator
Ervin's last biil was S. 1688, Senate Report 93-724, which passed the
Senate 7 March 1974. : _ . .

- -

- The CIA is cognizant of the danger of abuse inherent in the
use of any insirument used to aid in distinguishing truths froem untruths.
Consequently, we have adopted strict procedures to prevent abuses and
to protect those taking the examination. These include: )

—-notification to each applicant for employment at the fime -
he is given an 2pplication form of the intent to use 2 polygraph

examinalion in the course of his employment proceszing; .

~—coordination with the Office of Personnel and tke: Qifice .

of Medical Services lo determine if a polygraph interriew is
advisable; o

~—zdvance writien consent of the applicanti;

—-molificztion of the privilege zgainst self~Incrimination
on questions pertaining to violations of criminal law: )

-Approved For Release 2002/07/02 : CIA-RDP_83800823R000300040001:0
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. ~-limiting’ questmns to those excluuwely related to
security issues; T

--Jnformxng the applicant that the examination may be
monitored and possibly recorded to let him know there are.
no hidden procedures; A '

~-random monitoring by a specialized supervisor to
insure that no improper questions are asked;

—-maintenar.ce of polygraph records in separale files with
very strict need-to~know rules governing access;

--prohibition of release of polygraph-acquired information
cutside the Lgeney without my approval or that of the Deputy
Direcior and only if such a release is neczssary in the mterest
of national security; -

-

. —=the polygraph exammer makes no recomm endatmn as to
the security suitability of the person tested; cend .
—--evaluatlhn of the pelygraph report is but ene element in
-the fotal porson*xcl security screening program.
With respect to reliability, defined in accordance with scientific
convention as the consistency of the interpretations of the polygraph -
charts, agreement studies were conducted as part of an Agency research-

. program which was initiated partially in response to the hearings held

by the Foreign Operations and Government Information Subcommittee
in the early 1960's. Numerical resulis of these studies are complex and
would require extensive explanatmn, but comparisons may be useful.
Comparable studies of similar professional groups are scarce but two -

. were found, involving cardiologists evaluating EKG charts for cardiac

pathology and psychologists evaluating LIMPI test results for psycho-
pathology. The CIA polygraphers' chart interpretations wore as good
as or better'than these two groups. . :

Finally, the selection of polygraph officers is extrerely diserimi-
nating as to their qualifications, intelligence, integrity, and high )
character. They are given a rigorous training program which isa
conlinuing process to keep them abreast of developments ir. their pro-
fessional field., CIA has maintained a vigorous research efis>rt inquiring
into new techniques and equipment to insure that the highest standards
are mzintained.
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. - In vigwodhmy statutory responsibility to protect intelligence sources *

and methg; ds'hnd the proven reliability of the polygraph and the safeguards

J.n'lﬂs uu"zzahon I must disagree with the recemmendation of the Committee.
? Yhis Azency's personnel security standavds must be maintained at the

highest levels. Termiuation of the Agency's polygraph program w rould

increase its vulnerability to hostile pene;h.t*on and would seriously

impact on the Agency's effectiveness in cerrying out its forcign muelh-

.gence co‘luc Hon mission. :

Sincerely, . S
/s/ Georg Sush -
N : b
" George Eush A R il
. * Director T e e
cce .. - LT T T e
Chairman, House Government Operations Committee .- - .

| (s Distribution: ' S A
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ACTION DIRECT REPLY __| PREPARE REPLY !
APPRGVAL DISPATCH RECOMMENDATION Lot -
COMMENT FILE RETURM o T e
CONCURRENCE INFORMATION | | SIGNATURE :

S . - Remari&s:
Harold: You asked me recently about a

definitive statement of what constitutes
monitoring of telephones. Attached is an
internal OGC memorandum on this subject.
A copy has also gone to the Office of Security, ;
T which is currently working on the proposed S T
STATINTL - Telephone Monitoring Devices, . )

R e o s

“STATINTL - -

Uohn 5. Warner T "
cc: D/Security ' S

FOLD HERE TO RETURN TO SENDER
FROM: NAME, ADDRESS AND PHONE NO. DATE

General Counsel 4/3/74
| UNCLASSIFIED | [ CONFIDENTIAL | SECRET
"(40)
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OGC 74-0472

26 Mé.rc:h 1974

MEMORANDUM FOR: Mr. Warner

SUBJECT: Restrictions on Use of Telephone Recording |

Devices:

1. A Federal Communications Commission {FCC)
regulation (47 C.F.R. 64.501) prohibits a telephone company
from using any recording device to monitor telephone conversa-
tions unless the parties to the conversation are given proper
notice that the conversation is being recorded. Such notice is
required to be given by the use of an automatic tone warning
device-~the so-called ""beep tone' - -which is repeated at regular
intervals during the course of the conversation. It is also
mandatory that no recording device shall be used unless it can be
physically connected to and disconnected from the telephone line
oxr switched on and off. :

2. To comply with the above regulation, telephone com-
panies have inserted a similar limitation in their tariff schedules,
which are filed with the Federal Communications Commission in
accordance with 47 U.S.C. A. 203, :

3. It seems clear that the burden of meeting the "beep
tone' requirement is on the telephone companies rathar Ehan o
the use¥s,” which creates a rather difficult enforcement problem
for this Teéason. If the "'beep tone'' requirement is violated; &
telephone company can be fined up to $500 foxr each day of the
violation. 47 U.S.C. A. 502. However, the telephone company's
only recourse against the _subscriber who.violates the "beep tone™
reqtii“x"e’fhentﬂié to remove the telephone. In practice, the likeli-
hood that a telephone company will take such action against :
subscribers is very slight. As it was pointed out in OGGC 74-0428
dated 8 March 1974, telephone companies are too concerned with
First Amendment and monopoly problems since the subscriber has
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no alternative to their service. Thus, a subscriber who i
recoxds a conversation without the "beep tone" runs very -
little risk., It remains, nonetheless, a violation of the tariff
schedules filed by telephone companies with the FCC to
record a telephone conversation without the use of the "beep
tone. "

4. Another means of recordmg telephone conversations
is the so-called induction method where a tape recorder is
attached to an induction coil placed against a previously installed
telephone. This method also violates the FCC. regulatlon unless

"beep tone" is used

5. In any event, it has been held that no interception
occurs when one party to a telephone conversation simply
records it for his own use. Parkhurst v. Kling, 249 F. Supp.
315 (D.C. Pa., 1965). Thus, there is no violation of 47 U.S.C. A.
605 which prohibits the interception and publication of telephone

- and radio communications without the consent of the parties to

the conversation. Likewise, there is no violation of the pro-
scription against the wiretapping contained in the Omnibus Crime
Act of 1968 (18 U.S.C.A. 2511, et seq.), since no "interception®
takes place when one party to a conversation records it for his
own-user ~ Smith v Cincinnati Post and Times Star, 353 F. Supp.
11Z6(5.D. Ohio, 1972), aff'd, 475 F.2d 740 (1973).

6. With regard to the use of a microphone or an amplifier
to monitor conversations, it also has been held that no interception
occurs when a person places a microphone or a radio transmitter -
in such a position as to record a telephone conversation, since
such listening in in no manner interferes with the transmission of
the conversation over the telephone wires. Irvine v. California,
347 U.S. 128 (1954), Silverman v. United States, 365 U.S. 505
(1961), United States v. Borgese, 235 F. Supp. 286 (1964). More~
over, it is certain that a telephone company cannot be held
responsible for recordings by these devices since the telephone
system is not used. When one looks to the essential purpose of -
the FCC regulation, however, which is to protect the privacy of
telephone communications, attempts to make distinctions between
mechanical devices attached to telephones and mechanical devices
not attached to telephones is meaningless, if the end result is the
same.

2
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7. The Office of Security Duty Office has five tape
recorders installed in telephones for the primary purpose of
recording conversations involving serious threats to Agency.
installations, senior Agency officials, and national figures.
These recorders are, in fact, also used to record any conversa-
tion duty officers think is too complicated to record accurately
without the aid of a tape. Attached is a memorandum issued by
the Office of Security establishing certain procedures for use -
of these tape recorders.

8. Idiscussed the above procedure with Mr. Hilbert
Schlossberg of the General Counsel's Office at FCC, who _
advised me that police departments, fire departments, and the
like, also record conversations involving threats, safety and
related topics. These organizations usually have an agreement
with the local telephone company permitting recordation of the
conversations without the ""beep tone" or any other notice. If
the Agency wants to be absolutely safe in this area, we can
attempt to reach a similar agreement with C&P. Whether we
decide to do so, however, is a matter of policy. =~ -

Assistant General Counsel

STATINTL

Att
JGB:ks
Distribution: ,
+Original - COMMUNICATIONS (OGC 74-0428 filed in Equipment &
1 - JGB Signer - ~ Supplies)
1 - Chrono ~
f - DDM&S
v 1 - D/Security
-~
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MEMORANDUM FOR: Deputy Director for Administration
FROM : Director of Security

SUBJECT

Assistance to the Department:of'Commérce

REFERENCE : HN

1. Action Requested: This memorandum contains &
recommendation for your approval. : '

2. Basic Data: This Office has, in the past, provided
Denied Area Briefings to Department of Commerce employees
traveling to the Soviet Union or Bloc countries. . These .
briefings were directed primarily to employees holding com-
partmented clearances. R

The Security Office of the Department of Commerce
has now come to this Agency with a i1equest for assistance
in establishing a briefing-debriefing program with special
emphasis on Soviet and Soviet Bloc travel.

This Agency will derive the following benefits,

‘once a professional capability within the Department of
Commerce has been established:

a. Department of Commerce representatives
can brief their employees who hold Agency
compartmented clearances and report the fact
to this Office rather than requesting our
people to come over and do the briefing.

b. Once a debriefing program is established,
we are hopeful of getting feedback from them:
concerning any incidents occurring to employees
holding compartmented clcarances. We do not
get this feedback now.
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Our involvement would amount to about sixteen A
man-hours spent initially by the Chief, External Activities
Branch, Office of Security, and one other employee of that
Branch - a GS-14 and GS-13 respectively. We cannot fore-
cast the followup man- hourb requirement but do not foresee
any great burden.
3. Recowmendation: Your approval to provide this type
of training is requested. :
sl
Charles W, Kane
Director of Security
APPROVED:  Afdy /(.;:f 1974
DISAPPROVED:
Distribution:
Original - Return to OS
2 -~ DD/A
2 - 1IG
-
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MEHMORANDUM FOR: Deputy Eirectof for Administration
PROM _ t+ Dirsctor of Security | |

SUBJECT "t Request froa the Departmeat of Commerce
for Survay of Commerce Security Handling
of CIA Classifisd Haterials :

HN td 25 April 1974, Subject:
Ages 3istance to U.S5. Federsl,
State and Local Government Components

L T 3

REPERENCE

‘{
i

4
s

4

£

7/ . :
/ 1. Actiomn Requested: It is requasted that you
approve the Dffice of Security conducting a survey of
Department of Commerce security handling of classified
CIA materials.

2. Background:

(a)} By a letter dated 24 Septewmber 1974
{TAB-A) the Department of Comaerce, Director, Inves-
tigations and Security, Harry C. de Venoge, has
requested a survey of the Department's security and
documentary control proceduraes as thay pertain to
CIA classified materials including Special Intelli-
gence. The request resulted from a meeting of Hr.
de Venoge with two representatives of the Office of
Security on 16 September 1974, during which he cited
several examples of Cosmerce Department flagrant
security mlshandling of CIA classified reports,
and expressed his general concern that his depart-
ment was not affording the Agency's classified
materials the appropriate degree of security

25X1

o =lAJ9¢
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protection., In defense of his own position, Mr,

- de Venoge said that he had not been advised by :
the Agency as to who ln the Departmeat of Coamerce
was authorized to recelive various reports, what
was being delivered, and to whom. Because the
primary aission of the Department of Commerce
does not ordinarily relate to classified matters,
Mr. de Venoge, at its principal secarity offlcer,
believes that it iz necessary that he maintain a
continuing oversight of such matters in order to

revent possible serious compromise of classified
nformation.

(b) Proeviocusly (in January 1972} repre-
sentatives of the Office of Sscurity -- at the

request of the DDI -- conducted a survey of Commerce's
security handling of CIA classified materials. The
roport of survey concluded that the Departmeat of
Commerce was generally complying with the provisions
of Executive Order 10501 in its handling of Agency

- ¢lassified intelligence roports. In June 1972, the
Dffide of Security's Spscial Security Center accredited
a Cofimerce vault area for the physical storage of
Special Intelligemce materisls, following a survey

of the facility end subsequent modlifications to the
facility as recommended by the report of survey.

{¢) In order to better assoss the impor-
tance of the current request, the Office of Security
conducted an interynal survey of CIA dissemination
offices to ascertain what intelligence materlals:
were being sent from the Agency to the Department :
of gggagrca. The results of that survey are attached
as - F . .

- 3. Staff Position: Because the Department of Commerce
is a non-USIE membar department, the CIA retains security over-
sight responsibility for the intelligence materials it dissem-
inates to Commerce, Mr. de Venoge's expression of concern
obviously must be responded to, The CIA Deputy Director of
Intelligence is in accord with the comduct of the requested
SUTVeEY.

g HAEYE,
T >

ER N N
Lﬁwanﬁal »
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4. Recommendation: It is recommended that'you.

approve the conduct of the requested Department of Commerce
SuUrvay. ‘

Charles ¥, Kane
Director of Security

Att
APPROVED :
DISAPPROVED:
~
Distribution: .
Original - Return to Office of Security
Z - Deputy Director for Administration
1 - Director of Security
1 - 0S8 Registry
1 - S5C Chrono L .
1 - gsc %(Lb% ect Eile Lote LERIB
& = Zosped enees =/ Clddealoie /o
0S/P§M/SSC:mfb (21 November 1974) ffj? I &
era (retype, 22 November 1974) . ¢ = wedoat..,
Arrgley - ﬁ/
3
~
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27 NOV 1974

MEMORANDUM FOR: Genmeral Counsel
EROM
SUBJECT

(1)

Director of Security

Use of Termination Secrecy Agreement
{(Form 305) Whers Separation is
In Absentia

1. A significant number of persoanel are separate&

- from the Agency in absentia due to resignation, retire-

rent, or other reasons. AS a result, the usual security
cut—p*oce551ng procedures, including the execution of a
Termination cecrecy Agroement (Form 305 or 305A) may not -

not to warrant the additional effort and expense which
ceuld be involved.

2. Hevertheless, there are obv1ous advantages to

be completed in each instance if circumstances would appear

having the employee reminded of his continuing obligation
to protect the security of information that affects the
national defense of the Unlted States. The Termination
Secrecy Agreemesnt assists in doing this. There remains
however, the question whether this document should be dis-

pensed with in absentia situations, especially when the

Agency holds 2 Secrecy Agraement (Form 368 oxr predecessor

form) executed by the employee when he entered on duty.

3. Office of Security deliberations on this matter o
would be greatly helped if the General Counsel would pro-

vide an opinion on the legal nesd for the execution of

ths Termination Secrecy Agreement for the follow1ng cate-

gories of separated personnel.

Approved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0
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Persons resigning, retiring or otherwise
being separated from Agency employment .
or use, in absentia for whatever reason,
domestically or overseas, vhen those per- i
sons are not under the direct supervision = . .
of a] |installa-  STATINTL
tion, and who have signed a becrecy : . )
Agreenment. _
. 4. A further opinion of your Office is requested
on the validity of having the Termination Secrecy Agrce-
ment executed with or without witness, should the form .
be mailed to the person for signature and returned to
this Agency. . -
5. Your assistance in this matter would be sincerel E
appreciated R ST ﬂNTL e
Charles . Kane
Director of Security
(- Distribution: o
Orig § 1 - Adse R
1 - D/Security
1 - 0S Registry.
1 - Subject File
_ ' X - EAB Chrono
STATINTL . - OS SSD EAB .alb (27 Nov 74)retyped
2
(v
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MEMORANDUM FOR: Director of Security

SUBJECT : Termination Secrecy Agreements

1. On 11 July 1975 you sent a memorandum to the Acting Deputy
Director for Administration recommending an additional paragraph be
included in the Termination Secrecy Agreement. I regret the delay in
answering your memorandum but felt there was a bigger problem with
the current Termination Secrecy Agreement and therefore was waiting
to see what happened with the Marchetti case., At this time, it appears
that Judge Bryan will issue a final order in accordance with the Fourth
Circuit's opirion. Therefore, I feel we should revise the entire Termi-
nation Secrecy Agreement,

2. Inits revised form, I think we should refer to this document
as 2 Termination Secrecy Acknowledgment since the courts have deter-
mined that there is no consideration for the Agreement when an employee
terminates his association with CIA. In my opinion, the thrust of the
Termination Acknowledgment should cite the existence of the Secrecy
Agreement previously signed by the employee. I would suggest that the
Acknowledgment include the language of paragraphs 2, 3 and 4 of form
368 dated February 1974, plus paragraphs 4 through 10, inclusive, of
form 305 dated March 1973,

3. The courts have decided that the Secrecy Agreement is an
enforceable contract with three major limitations. It may only cover
classified material learned in the course of employment with CIA and

- not placed in the public domain by the U.S. Government. If an employee

refuses to sign a Termination Secrecy Acknowledgment upon leaving the

Agency, his Secrecy Agreement is still applicable and may be enforced
in the courts. I therefore include in this memorandum an answer to
your request of 27 November 1974 in which you asked if it was necessary
to have a signature on a form 305 where an employee is separated in
absentia. It is not mandatory to have a departing employee sign a
Termination Secrecy Agreement.

SoUCIalC Geleral Counael

Attachment

Approved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0
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BLEZSY. 240 S 31 January 1975 .

" Top Secret clearance, -

Director of Security
Central Intelligence Agency
Washington, D. C. 20505

Dear Sir:
The purpose of this letter is to request that representatives of your

agency conduct a Hostile Audio Surveillance Briefing at the Defense ... " . . .
Communications Agency. Several years ago your agency provided

. & similar briefing which was extremely informative and useful. It

1s intended that the requested briefing would be attended by the
General and Flag Officers, senior civilian and certain security o
personnel. All attendees would have been granted a minimum of a _ .

Urgency is not attributed to this request; however, the current emphasis -
of our defensive security program makes reasonsble timeliness :
important. If this request is favorably considered, I can be contacted

at 692-6991, ' ' S

Your attention to this matter is greatly appreciated.

Sincerely,

ROBERT C. LAWRENCE
Chief, Security Division

A SANE MR R LNl E Y )
HAS A IS T 250l
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11 FEB 1975

-

Daputy Direclor for Administration

MIMORAMDUM FOR:
SUBJFLT ! Reguest for Audls Couatermeasures
- 3riefing by Nefease Communications
Agency '
REPERENCE ¢ Letrer 4td 31 January 1373 t= DfSsc..

from Chief, Securizy “ivisxen, DCA
{at aaﬂﬁﬁd)

1. Acticn Reousestad: Yeur approval is zeauasted

e raspond 1raat1vﬂly ta the attachsd regusst from

the Defensze Caﬂaunicatinas Agency (DCA) for an audie
sarveillance countormeasnres oy iefing. :

2. Pachgrouad and 3teff Positisn: The Tacznical
¢annr1ty division (150} 33 “re“arﬂﬂ t9 sonduct 2 brch*ag
sugh 23 that being sought., Tais OFfice consideraz this to
aagf;ffffar reaction and within the let2er 22d spirit of

efin

etz

by

by TST was delivercd at DA in Nevembher 1367,

3. Recommondation: It is reocommended that you
approve the DCA roguest,

Charles ¥, Kane
pi acta. af Sacurity

1% FEL 75

—

aveasvenyly 9& Af/?(ﬂﬂéw./

Distribucion:
Orig -~ fsturn to 0%
z - GbhJA
l-D/é’ec.l IG 1 - 0GC
1 - DD/PTOS
1 - C/T5D
1 - 08 Reg.

o5/ g%ppis TS 708 ) CHALRPBEIE00523R000300040001-0
36§| BRI

Festralnts,  Ounr records show that the 1232 such 3
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OGC 75-0972 -

14 March 1975

MEMORANDUM FOR: Director of Security

ATTENTION Chief, Policy and Plans Group
SUBJECT : Intelligence Sources and Methods
REFERENCE Memo for Asst. for Coord./DDA, fm D/Security,

Subj: Office of Security Contribution to Sources
and Methods Listing, dtd 7 March 75

1. Based on the information in referent and similar submissions from
other offices, I have drafted a number of Aspects of the subject which require.
protection. Attached is a list of most of those Aspects drafted to date. In some
cases referent identified a number of documents, reports and files that should
be protected. As you will see from the attached listing, I have taken a slightly
different approach and am attempting to itemize the substantive information
that might be in such documents, reports and files as that which requires
protection. Listed below is a tabulation of the Aspects which are intended to

cover the paragraphs of referent.

Paragraph(s) Aspect(s)

l.a.l, and 2. 1, 2, 3, 20, 42, 43, 52, 54 and 62,
as well as various substantive
Aspects

1.a.3, and 4. 1, 2, 29, 34, 42, 43 and 54

1.b.1l. through 6. 3, 20,-54 and 62

1.b.7. 2

1.b.8. and 9. 7, 11, 12, 23, 29 and 43

1.b.10. through 14. 65

1.b.15. 56

1.b.16. through 18, 65

1.b.19, 9, 28, 31, 54 and 65

1.b.21. and 22. see discussion below

1.b.23. through 25. 29, 34 and 65

Approved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0
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Paragraph(s) Aspect(s) . -

1.b.26. through 29, 65

1.b.30, 13 and 65 .

1.b.31, 19, as well as various substantve
Aspects

1.b.32, 3 g

1.b.33. 9, 28 and 31

1.b.34.. 1, 2 and 65

1.b.35, 65

1.b, 36, _ 24 and 65

1.b.37. land 2

1.b.38. 65

2. You may find that some of the other Aspects also relate to your
paragraphs. As you will note, some of the Aspects are somewhat broad and
others are rather specific. Generally I have tried to draft a rather broad
Aspect to cover the particular item requiring protection, but in some cases
more specific Aspects were also added for extra protection. You might
review the list with that in mind. For example, we could draft a specific
Aspect in line with your paragraph 1.b.35. (storage areas). I have not
drafted 2n Aspect regarding the Agency safety programs (paragraphs
1.b.21. and 22.), as I am not familiar with the aspects of those programs
that must be protected. Will the broad scope of Aspect 65 offer the required |
protection?

3. I have made a conscientious effort in drafting the Aspects to
differentiate between an activity in which only the Agency association
should be protected from disclosure from an activity in which details of

‘the techniques, procedures or equipment associated therewith should be

protected. I would ask for your careful review in this regard.

STATINTL

ounse

5
Attachment 755/

-2 -
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25 HAR 1975 .

HEHORANDUM FOR: Associate Deputy Director for Administration
SUBJECT ¢ Existing Agreements Between CIA‘and USIB
_ Agencies and Law Enforcement Organizations
Involving the Cffice of Security ' :

REFERENCE : Memo from D/Sec to ADDA, dtd 24 March 1975,
: same Subject (0S 5 1189) :

1. This memorandum is for your information only.

2. This is an addendum to the 0ffice of Security
memorandun of 24 March 1975, same Subject.

Defense Intelligence Agency (Polygraph Examination
‘ Exemption) - Oa I3 February 1574 the Director of .
¢ ( + Seczurity, CIA, requested the General Counsel, CIA, to
LN S request an exemption permitting polygraph examinations
of DIA personnel assigned to NPIC (Teb A). On 22 March
1974 the Deputy Assistant Secretary of Defense advised.
the Genseral Counsel, CIA, that he agreed with the re-
quest for exemption. In his memorandum of concurrenca
the Deputy Assistant Secretary of Defense forwarded a
copy of his memorandum to the Chairman of the U.S.
Civil Service Commission requesting that Commission
allow the exemption (Tabs B § C). Office of Security
files do not contain copies of the Genoral Counsel'’s
corrzspondence sent to the Civil Service Commission,

3. Please advise if the Office of Socurity can be of any
further assistance in this matter. . :

25X1A°

/ Charles ¥. Kane
ébDirector of Security
Att
25X1A \ : »
( -U.L.‘:LI'lDUtheI') (25 Haxch 1975) | 0S 5 1233 25X1

Orig § 1 - Adse + - 0S Registry
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— CEN{ AL INTELLIGENCE AGENCY (.
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( : : - . 9 April 1975

The Honorable Andrew P. Miller

Attorney Generzl of the Commonwealih of Vn'cmla R L ey

Supreme Court Building _ : SR R
1101 East Broad Street - R o o ST s
' Richmond, Virginia 23219 . . L -t '

Deaxr Myr. Miller:

This is in response to your letter to me of 3 Dacembear 1974 and to
the meesting held in your office on 18 December 1974. The records of this
Agency show that Central Intelligence Agency Headquarters properiy - » :
located in Fairfax County, Virginia consists of 219.7865 acres. This . - = =
propariy consists of the following parcels: S '

1. 131.5630 acres iransferred from the Bureau of
Public Roads, Department of Commerce, by letter dated.
15 March 1957, and a2ccepted by the Director of Central
Intelligence on 5 April 1957,

- . 2. 6.5930 acres known as the "Leiter Ro=d" trans—
N - . ferred by the Secretary of the Interior by document” - - - .
L. dated 11 September 1956; _ o

3. 13.8227 acres known as the "Viner Tract” which
was obtained by condemnation proceedings in the U.S.
District Court for the Eastern District of Virginia, 12 -
June 1963;

4, 12.8279 acres known as the "Rwerco*nb Tract”
which was obtained by condemnation proc=~edmcro in the i
U.S. District Court for the Eaatevn District of Vrrgu*la, o
12 June 1963; : '

5. 11.2039 acres known as th2 "Travers Tract" _ -
obtainad by purchase, 19 August 1956; and,

6. 43.7760 acres transforved from the FTadaral

Fighway Administeailon by leitors dated 12 Jonuary 1972
. el

from tha Ganeral 5 srvices Adminizsiration, Reg ciont 3, and

210 Mavoh 1972 from the Fedevel {lighiray Sdoinistration. 2
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“The 131.5630-acre and the 6.5930-acre parcels were the subject

of the letter to the then Attorney General (.ir. Gray) from the then General

Counsel (Mx. Houston) dated 19 July 1961. Note that the only porticn of

these parcels acquired by the United States prior to 1 February 1940 is the
.5930 acres which was acquired in 1936 (see deed dated 6 August 1936, a
cepy of which was attachad to said letter). The 131.5630 acres were acquired

by the United States Governiment betwean 14 Octobear 1940 and 10 May 1941

(the 0.2.11;» of which are also described in said leiter). These two pe:rcels
were the subject of a Deed of Cession of the then Covernor and Attornsy
General dated 31 July 1961 ceding concurirent jurisdiction over crimes and
offenses committed on thaose parcels to the United States pursuant to the

provisions of Section 7-24 of the Code of Virginia (1250) which is now found

as Section 7.1~21, Ccde of Virginia (1950) (1973 Replacement Volume). That
3u‘~1sd4c:uoz: was accepted on behalf of the United States by Allen W. Dulles,

" Director of Central Intelligence, on 18 August 1961 pursuant to Section 255 of
" Title 40 of tha United States Code. The Deed and Acceptance are recordad

in Deed Book 2039, pages 653 - 658 of t7‘a7.r fax County, Virginia.

The 43.7760-acre parcel was originally obtn’nad by the Dnlu;d States -

as parts of several parcels. of land purchased in October and “o rember 1940,

Regarding the differing jurisdictional statuses of

of land which comprise the Headquarters properly of this Agency, I agree

with your views that they should be made uniform, if possible. I

with your cpinion that concurrent jurisdictionzl status ssems the most appro-

riate stztus for Federal properties within the Commonwealth. Acco*dingly, ’
t is my view that as that _,:.;.Lus is now applicable to a large part of our

property, it seems appropriate for the entirety of our I—Teadql.a“ters proper‘.y.
I would appreciate your viev«s as to how_this can be most expeditiously

achieved. In this regard, I have asked of my O;nceSTATlNTL.‘
to discuss this with you in some detail. - _ STATINTL

[ o Uy Y

Jochn S. Warner
Ceneral Counsel

cc: John Mulligan, Esg.., D-:‘;D”"'-'
Assistant Cenerval Counsel/GSA
Real Estate Branch/RECD/OL /
Headquarters Security Branch/0S *
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GENERAL SERVICES ADMINISTRATION
RULES AND REGULATIONS GOVERNING PUBLIC BUILDINGS AND GROUNDS
Federal Properly Manogement Regulations 41 CFR 101-18.3

3. AUTCHORITY. Thene rut
prmoant to Pobils La
1243 Y3.C,318)

snd regulationn ara préraulzated
g0k Congeran, approved fure 3,
i the Fedoral Property and Adminbe

e i 19y (R_i_BG‘_EE_V_?).t‘u aniended,

2. APPLICARILITY, These roles and re;rutationn apply to all
preperly under the charge 294 conlrol of the Genernl Srevicen
Adminlsirstion and to s}l persona eulerlng In or on such
preperty. Ench eccupant azeney shali be renponaible fur the
ebrervance of thess rales aod regulativea,

3, RECORDING PRESENCE. Except ap otherwine oprdered,
preperty shall he closed (o the pullle alter pormal warking
hourn, Thriag nermal worklng houes proprrty ghall ba clored
1o, the puble anly In emergency eituntions when, seasomably,
necranary to ensure the ordurly cominel of Gavernment e
ners, The declaten 1o ¢Yowe the peopecty nhioll be made by the
dislgmated ofielnd wnder the Facliltion Self-Protection o,
The deslgnated official ia the highest ranking oilsial of the
primary oeenpant agemey ot an alterwale high ranklng oflictal
dealgnaled bn adveace by agreeracnt of ozcupant azeney vlils
clnls, Admlanton te preperty during periada when auch prog-
1ty In glased Lo the prehlie wil) be Himiied to authorized Indle
vidnale whe_may be crquired fo algm the rezistde and/or
display, kentieathm decuraents when requeated to do 2o by
ths gnacd, walchmsen, or olher anthorized Individual,

4. PRESERVATION OF PROUERTY, The lmproper disgoral of
Fabbisd on properly; the npitting on prapeciy; the creation of
#py hazard on praperty to peraong or thitngn; the throwing of
srticies ol any kind from a building: the climbing opon the
roof or any part of the building; or the wili(ul destrietion,
Jamage, or removal of property or any part thereol, lo pro-
hibited, .

5. CONFORMITY WITH SIGNS AND MIRECTIONS, Prrropa
In and on praperty alall At all Yimes eoroply with alleial rigna
of 3 prehibitory or direciory pature avd with the directions
of Iaw enlarcernent and other authorlzrd eflictals,

#. DISTURRANCES. Condact on preperty which creates loud
ot unurua] nolse; which unreanneably obsiroets the usual vae
of ‘entrances, foyers, lobbien, enrcllorn, ofiices, elevatern,
stalrernys, or parking lota; which alharwing Impeder or dine
ruote the performance of oficlal dulices by Govenwrient &
ployesa; or which prevents the general publle from obialaing
the adminlatrative pervices provided on the property In &
timely manner I prohibitsd, The designated afictal unider the
Feeilitien Seif.Protection Plan ahal) e reapniviile for enfores
fng this ruls,

7. GAMBLING. Partleigating In games for monsy or clher pers
rona) prapecty, or the operaling of gambling Aevicen, the
condoet of 8 lotteey or pool, or the solling er purehaning of
numhery Uckels, o or on propesty da prohibited,

8. ALCOHOLIC BEVERAGES AND NARCOTICS, Qpernting 8

motar vehicle on progerty by a perron under the Infinence of

alertintic beverogen, naveot!s dvun, Katizelnegens, morihuana,
barbitneates, or amphetazsiven la prokitited. Enterlog prop-

#rty ender the Infingnce of any narcetle droz, haltucinogen,

marthrana, barbilurate, smphelamine or aleohelic beveraze

(arices presecibed by a physician) i peohibited. The use on

prajpecly of any nareotle drug, hallucinogesn, marihuans, bars

biturate, o amphetamine (unltsa preserited by » phayriclan)

As probibited, The une of slcoholie hevernges on property b

prohibited except an occrlons and on property ugon which the

Administrater of General Scryieen han for appropeiate oGeial

urse granted an exempilon I8 wroitlag.

9, SOLICITING, VENDING, AND DENT COLLECTION, Sotleit.
Ing atma and eopteibutions, commarcial roliciting and vending
of all kinda, displaylng ov distribulirg eommerstal advertlaleg,
or rollecting privala debta in or on G3A.controlled propexty fa
prohibited. This rule dnes nat soply 10 (1) national or Jorad

Date Seplember 7, 1774

drivea far funds for welfrre, heaith, or olhor purpen na aue
thorized by the “Manual on Fund Ralaing Withis the F-deral
Sarylen” Irzued by the Civil Scrvles Commivion under Haetgs
Uivs Order 10727 of March 18, 1253, and npansared of £ppreved
by the occupant agenclen; (2) ernecrsinna or prraond potiied
posted by employees on authorlzed bulletin hoarde; nxd {3)
rollchintion of labor organization membdership or dues nutier.
ired by oconpanl rzencica under Executive Order 31301 of-
Ortoher 22, 1565, nx srsended,

10, DISTIIBLTION OF HANDILLS, The distribntion of mater.

nls auch ma pampliels, handhilla, snd/nr Oyers, and the din
playing of plrcardn or pontlag of matcrinls on builetin banvds
or elzewhere on preperty v prohibited, except as autharived e
$ 101.12,307 or whrp such diatribntions ar dlapluys ave cone
ducted an part of nuthorlzed Governmeot activitirs,

AL, PHOTOGRAPHS FOIL NEWS, ADVERTISING, of COM.

* MEHRCIAL PURPDSES. Photographa Joe mews, adverthlng,
or commercial purposss mny be token (n apace sceupied by a
teannd apency only with the connmug of the oceupying sgeiey
enneeraed. Exesat whers secorily ‘eegulations ag)ly, or &
Federnd vourt arder or s prohibits it, photnemphe foe nern
purpanca mAy e taken in entraneen, Iatililew, Toyers, carvitony
ot auditoslumn when uned for pudlic pestinga, Swlifect to the
fore,ntng prohtititians, pholagzeaple for advertiing and corw
merelnl prepones mny be taken only with writlen preads hin
of an authorized ofiicinl of the sgzency occupying ihe vpace
whare Ahe photozraghn are to by tnken,

12. DOGS AND OTHER ANIMALS, Dogw snd ether antreala,

except Feclog-eye degn, mhall aot be brought uyom propesty
for other than ofilefal purgenes,

13, VEBICULAR AND PRDESTIUAN TRAFHIC (d4) Duivers

of all veblcicn fn or an projerty phall drive in a carefol =3
gafe sannnee pt all tinios aud shell comply with dhe micecls
and silrections of pwirida and all panted tralite plzns: (E) the
Bhacking of enlrnaces, driveayms, walia, longing plaifamy og
fire hydranis in or en properly I+ prohibileds {c) excent i
emergenciee, parking b o oo property fa not alinwert vithont
a permit, Parking withnub anttineity, pariing In unant'rerize}
laentlona ar In breations renceved for othre prerean nr gonte
tinuowily fn execrs of 18 hourn withopl prim oy eon-
trary to the divection of posted alpns ts prohihlicd. Yhl parma
graph may be mupplemented (rom time to tine with the
ppproval of the Reglonal Mrdwinteatyr by the leuancy s
geatlng of mpecille teallie dirsetives no may he yegulred nod
when no lenued 3ad ported auch dirgativen ahall haye the savae
force aud ekest wo if uade & part heraot,

1. WEAPONS AND EXPLDRIVES, No perron while on proy=ety |

shall curry frearma, ollier dupgerons or dendly weapaum, ag
explowlven, either ojenly of eancerlsd, excrpl for alickl pure
ponen,

15, NONDISCIUMEN ATION. There shall be no Wiseehminatloy by

sgrogatian or atherwire ngainat any person or peetz®y b
cuns of race, coend, cotor, or natleaal eripin fn fuve® hlun
or by refuning 1o furnloh to atch prom-n or persony the vy
of nuy facility of n pubile nature, Includirg #ll sesvicen, pilrle
Ieizes, accommadations, end activities provided therchy oo
prepusty.

© 16 PENALTIER AND OTHER LAWY, Wheever shall by fowed

gntity of riviatiag nny ente or reguistion In this Sut et

103.19.3 while ao any property vmlsr the charge sod coantrol

of G3A 1n subjeck to a Gve of not wioce than §52 or hipri-an-

mcol of nok wore thas 39 daysy ar balh, (Tee 40 US.C, 510¢.)

Nothing contained In these rulea sad regulationra siail be
eonatrued to nbrosnte sny ether Fedzal lawe or repulations

or any Siste and local lowe and resutstions appiicadle to Aoz

ares In which the pregerty I» siluated

N

N 2, ‘
Acting Adin{niatrator of General Gorré "W

Figure 19-21,

Rules and Regulations Governing

Public Buildings and Grounds

11 and 12
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17 APR 1975

MEMORANDUM FOR: Deputy Director for Administration

SUBJECT ¢ Legal Authority by Which We Control
Access to the CIA Buildings and
Compound ' o

1. This memorandum is for your information only

and is in response to your verbal request for the legal

authority by which we control access of the public to

our buildings and grounds.

(™

3. The Federal Register of Saturday, May 15, 1954,
page 2833 entitled General Services Administration states:
"Director, Central Intelligence Agency, Delegation of -

Authority with Respect to Appointment of Special Policemen. -

1. Pursuant to authority vested in me by the
Federal Property and Administrative Services
Act of 1949, as amenced, I hereby authorize _
the Director, Central Intelligence Agency to
appoint not to exceed twenty special police-

men, under section 9 of the act of May 27, 1924,

as amended (D. C. Code 4-208), to police
buildings and grounds occupied in the District
of Columbia by the Agency, such authority to
be exercised only to protect Agency employees,
property, and classified documents and
material, or in the event of fire or enemy
attack.

Approved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0
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2. The Director, Central Intelligence
Agency may redelegate this authority to
the Chief, Physical Security Branch.

5. This delegation of authority is effec-
tive immediately. : -

Dated: May 12, 1954.

Al E. Snyder,”
Assistant Administrator.'

The above authorizes the delegation of the authority

IRITCDA AN e - . . M E ] FTII M dilald s N3 - N ok .'1 AL AL

STATINTL

which has historically been delegated to the Directpr af
Security and is outlined in Headquarters Regulation

4. Further authorization of this control is extracted

from a 28 May 1974 General Services Administration Regu-
lation which outlines, among other things, the following:

1. Authority. These rules and regulations

are promulgated pursuant to Public Law 566,

80th Congress, approved June 1, 1948 (40 U.S.C. _
318); and the Federal Property and Administrative -
Services Act of 1949 (63 Stat. 377), as amended.

2. Applicability. These rules and regulations
apply to all property under the charge and
control of the General Services Administration
and to all persons entering in or on such
property. Each occupant agency shall be
responsible for the observance of these rules
and regulations.

3. Recording Presence. Except as otherwise
ordered, property shall be closed to the
public after normal working hours. During
normal working hours property shall be closed
to the public only in emergency situations
when reasonably necessary to ensure the
orderly conduct of Government business. The
decision to close the property shall be made
by the designated official under the Facilities
Self-Protection Plan. The designated official
is the highest ranking official of the primary
occupant agency or an alternate high ranking

2
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by
te

( gl official designated in advance by agree-
nent of occupant agency officials.
Admission to property during periods

when such property is closed to the

public will be limited to authorized
individuals who may be required to sign -
the register and/or display identification
documents when requested to do so by the
guard, watchman, or other authorized
individual.”

The above regulations are utilized for controlling
access to the compound and Agency facilities in that it
authorizes "the decision to close the property shall be
made by the designated official under the Facilities
Self-Protection Plan'" and that official is the highest

- ranking official of the primary occupant agency or his
OGCsTAT—&lternate which we deem to be the Director of Security. .

5. It should be pointed out that during the daylight °
' (ﬁﬁf hours there has always been public access to the compound.
In the cases of public transportation (Metro Bus) and any -
person who comes to the gate who states he is on official -
business to visit an Agency official is allowed on the
compound and directed to the main receptionist.

'STATINTL

——Charles w. kane
Director of Securlty

Atts
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GENERAL SERVICES ADMINISTRATICN

RULES AND REGUL-’\':LSONS GOVERNIDNG PUBLIC BiilDINGS AND GROUNDS

o . Federal Proyerty Monagement [Reguintions 41 CFR 101-10.5
L. AUTHOIITY. These rulra And rezulativas oe prommlzated Zeivea for Cun by far woldare, Bealil, or otNee s ek AL A
purnaat to Pubiie Law 555, &6t Congrevm, opyroved Juie 4, thorized by $he “iaaual o Fund ataising Veitala (e Fdral
1913 (13 U.3.C. 313); and thw Federsl i'rogeety and Adaalale Service” iwvutl by the Civil Service Un
trative Scrvices At of 134D (83 Stat, 377), 20 anudal. tive Crder 35327 of Slorcd 13,1351, aad ¢ Jousan d g

by tha ever ant auLencins; (LF cononaivns ar §oF wind
poaind by employeew on authoriead Duletia doasls; scd (S
policitation of jalor ar anization memberaidy or dosy xallar.
Izo€ by eesusaat agensity unced oxeculiva Dedie iiedk of -
Getolnr §3, 1335, ax naended.

2, APPLICABILITY, Theve roles and zoulations opply to 83
preperty under the charge and eonteod of the General Serviecs
Admisi=trniion and to 3i} servors enleeloz Ia or on sush
procerty. Tach oceupant ageaey ohall ba tesponsidle for the
edrervance of thess ruies and regulationms,

. " . o . 10. BISTRIBUTION OF ANDEIL bl
3. RECORUING PRESENCE. Escepl a5 otherwise ordered, by auch aa pamphleta, haadhiils, and’
property shall be clowd o the pubile alter nograal worklsz pia3laz of olecardy or posting of mateeiais on byl
bours, l‘:\r\.nz nrormal workiaz bhours progerty sliall 52 c--mf-i . or el hers on propecty is pred 3y 0ne2pt £ aulheeiss
10 1y publie aaly In emergeacy sltuailocs nhen reasonabiy 1 100.12.397 or when sueh dintributions or dirlny e ace oo

necesinty to ennure the orderly condurt of Government buil ducted w3 part of autherhend Covern
sees. The decioton to close tha proserty shall be mads by ths
desiznated oilclal uadep tie Taciiitics Sell-Protection fuan,
The desimnated ofcin] W the hizhent randing oilelal of the
. gricary eccupanl ngency oc an Afternats high ranking olickal
amiznated In advance by asreement of occupant ageney o045
clnls. Admission 1o progerty ducing prriods when such prope
erty Ia cloned 0 (he publie will be limited to authorized indd
vidaids wha may be reguired io sign the pesistar anrd/oe
&y Wentlhcation docuaeals when requested to Co 2o by
the zuacd, walchman, or other suthosiend iadividuak

2 nstivitden
1L FIOTOGRATIES FORl NEWS, ADYVERTISING, 01 €O
* MEBCIAL PULIOSES. Fhelogra lts for newe, adventlding,
or commercial puipemes Pay ba Llien In space ecenslud Bz a
teial azency 0aly with the consent af tha ccenpyliszs sy
eorcerned, Excest whees praurity “regolitions applz, o0 o
Fodeaal court urder or ruls prohilits I, photosraahs foe newa
purpeses may be taken in extranes, osles, foyers, coirinem
or cudioriumas whea uwd for public meetingn. Suldest brtios
foresoiag prohibitions, photegragis {or adverioiay and o
1ercial puratas may be tken ouly with written paraishva

- &. PREXERYATION OF PROVERTY. Tha Improper dinpoal of o an authasized afclal of the ageney ovvupsing the spsce
Tubbiad on properiy; the sulttiag ex peepertys the crentica of whece the photogrsha sre to he 1liaa.
857 hamrd on progerty o persans or thingu; the throwlag of 12, DOGS AND OTHER ANIMALS, Do aald other anlaale,

articles of wny kiad from a Luiiling; the climbing upen tie (- | - .
roef oc any pori of Lhe boildiag; or the wililul dentruction, :::3;::“!’1':1‘"'3:\'?:{;.‘&:‘\\““ be brongiit wpea property
dirrase, or resvoval of progerty ov any parl thervol, in pro- X 3 "‘ o - R

VEIICULAL AND PEDESTIIAN TUAFFIC, (4) v

Bt ted ES
of ali vehiclss b or on progerty shal diive in a eareiul azd

5, CONFORMITY WITH SIGNS AND DIRECTIONS. Penoay sals miner & Rl timoe Rad eomaly with the rnads
in sod ca proparty shall st ol ticves comply with edicial #is Gireetions ¢f guards and ah 3 tealie b
of & prehibitory or direciory aature and with the directiona iechizz of enleanves, drivewaya, walks, loadin g platdue
of Law enfofcement and other svthorized oficials, : Gee bydranin i oF on projerty Ia prouibiteid: (¢} »¢

6. INATURUBANCES. Conduet ow properly which creatss loud erergrachos, parking I or as gooerty L not ablowed yltbout

2 or unusual nolse; whieh unreasonably abstruets the usual use a germid, I’ar.'(in;: withont authosity, parking in unaulimeind
of -eatrinces, foyars, lbbies, corridors, ofives, tievalors, tantions or in hvations renerved for otlice prons oF ode

b stalrwaya, or parking lals; which otherwise impeles e dis tinuawaly In eccens of 19 bours whiboul permbulan, oc cin.

ruzts te performance of offclal duiien by Govirnment e $eary to hz diveetion of peated sizan b paudiibited. Tala sase

playesn; or which pravenls the general publie from oMalaiag aragn may be ¥ Teoreaied !trom time to tiene Wil u'.:
the adminiatratlve services provided on the property ia o5 ) of the i ) -\flm-n‘islm:n b the isnance wnd
tiomely mannee Is prohibited. Tha designaled oficia) under the peeting of apeciic fralis dirmtives s may he renuleal aud
Facllitien Self-Protectlon Plaa shall be responsible for enfors wihen 2o Lasasd and poated such Civectives Aliats liave the sdaw

bog this suls, force aval eifeet e i made m part heieal.

11 WEAPONS AND EXPLDRVES, No pecsan white na projecty
shall carey frearms, othee dangerous or denliy w ., o
azlealyew, ¢ithar 030k or concealed, axcapt {or Wkt pus-

T 4 AMNEING, Participating in games lor monty or other pere
wevab peaperty, or the operating of gambling devices, thy
coniact of a loltery or pool, or the welllag or puschaslay of

rurshers tickels, in or on property ls providited, 1 \":‘;:: SCRIINAT i:)\ o, St b 1 e
. - L oae , U, R 5. NONINSCRIMINATON. ery shall ba no Slacrimiaaiial
8. ALUOHOLIC BEVERAGES AND NARCOTICS. Operating » " R‘:rf‘.;-liau orlntham}ﬂa ::a?::t a:le Pen.snx‘ or g ?;Z
motar vehiele 02 propesty by a pavsen uader the Infuence of et 0f sase, erecd, eotur, of pational orlyzin in furn -
alcohnlic baverages, n;ucnti? druta, h.lllut.lnag!n:l, maribuanl, or by Feluninz to furnish te Ach Feowa of peaics thy wt
barbituriten, or amplhetamines Is prohiviled. Lnterlag proom el any Iseility of a publie mature, hactuding all eacvicey seive

erty under the Influenes of any narcotle drug, hialluelnnz::
marliwana, barbiturate, amphetamiae or aleoholie beversss
(ualena proreribed by a physician) i3 prohidited. The use 02
. property of any naccotle drug, hallucinogen, marihnana, bas.
biturate, or amphelamine (unlesa prescrivtd by a phyaician)
s yrobivited, Tie uas of slcohollc buvernges on yrogerly <]
prohibited except on oceasions and ou progurty upow which tiie
Adminlatzator of Geperal Services han foe appropriate oizial
wies Eronted AN exemplion Ja writlag,

213, acconnnoiativy, Brd activitiew provided ey o3

191,103 =81’ o0 aaf prejasty wnaste the eharse aud ©
of €34 i rudlict tra Sne ol avd mate I S er ks
rent of pot ttora thaa

3 daya, or ot (See 40 US.
Nothiang cantained in these rutrs and c2zuiativas

- conalendy o abeomate any othae Feolrnh Livs 0f FiRiaindd
9, SOLICITING, VENDING, AND DEST COLLECTION, Saizit. o: oy B aud Weal Iawa and xezuvIooa nppiabie Ly ing
Irz alom and contributions, commureial poliviting and vealldg sraa ia which the propacty b situated
of all kinda, dtsplayiny or distcibuting coramercial ndvertliag,
or galiceling privata debls 1a or 0a C3A controliad projerty e SO
prohibited. This rule does not apply to (1) national or ioea (\\ ,} " _
s ) )

-y Y . he? )
. M':‘ MJJ P
N Date Septambar 7, 1972 Acting Administratee of Cenwlal warw=ig

s a

s

“ -

woy ovem

vere v v

W A e T ¢ B Ty 1 SIS T g EAR ATalot WA W WY

Figure 19-21., Rules ana Regulations Governing
Public Euildings znd Grounds

(- 11 end 12
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MESORANDGL FOR:  Deputy Director for Adainistration
FROM 3 Director of Security | o
Security Swpén in the Conparivented Arga

to the Specisl Advisor to the Presidsat on
Foredgn Trade

:

1. mg% tad: This mewovandum contalns 8 recomwenda~
tion for your approva. yis yoconsendation conceras the Speciad
&mivﬁmmlﬁimmimh&mrmwﬁwm
msmm_mrummmzmm?m. :

B asaadcr Frederick 3. Demt (former Secratary of Comuerce),

| oressstly & Special Adwisor to the Presiden en Forelga Trade.

The offices of the Spocisl Trade Nepresentative ave located
at 1800 G Street, . ¥. Howaver, Uw compartaented material is
bedng stored in the JSC vault in e Waite Housa.

- Hy. Jennlngs Toports that he csn no longer suppert the Trade
Bopresentative in this storage situstion and is cowerned for this
voipartmented {nformation protecticn. . B has askad the Speclal
Security Center of the Uffics of Ssaxity to conduct o physical
survey of the arsa where the Trade Eepreseniative intunds o store

_gnd hondle compavtmented information st 1800 € Street, M. W. wud fo
insure that the ares meets specificstions for the storage of

mummmmwxmmwmnmgm
tstive's OFfice. This service is provided under the same authority
that directs the Special Security Usnter 0 act as tha bHroker for
all wﬁsg& goversaent organizations and reprasentatives, in the
faldulion pof #ottii arsn. :

=F
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3. Recomsendation: As the proper handling and protactisn
of compartmented indormation is extremely liportaat to the
security of this country, it is vecesmended that authorization
bo granted to give advice and guidance to the Special Advizor
to the Prasident on Forsign Trade and to his staff whers nocessary.

Charies H, ispe
Birector of Security

APPROVED:

~ DISAPPROVED:

Distribution:
Original - Return to Director of Security
2 - DD/Administration
1 -~ D/Security
1 -~ 0S Registry
- SO
0S/PgM/SS( mfb: 4-24-75

STATINTL -

Approved For Release 2002/07/02 : 9I&-&DP83800823R000300040001-0



N PR (' . . . UNITED STATES {
' . *~  NUCLEAR REGULATORY AT ;
: SR 8900083510

: mApproved For Release 2902{07/2;(JARQP8 500 0030Q040001_-0 R

L -

Mr. Charles Y. Kane
Director of Security
Central Intelligence Agency
Washington, DC 20505

£FR 2 5975

Dear Mr. Kane:

The U.S. Nuclear Regulatory Commission (NRC) is evaluating several personnel
access cantrol systems for use in the NRC security program.

vie vould 1ike to discuss, as soon as possible, this matter (i.é., parsonnel
access control systems) with representatives of your staff.

IT this is agreeable, please contact-Mr. Calvin Burch, Chief, Protection
Branch on 492-7471. Thank you for your assistance in this matter. '

Sincerely,

-

/Z”u -7@-: A L) ,//% i
/ .

Raymond Jf}Brady, Director
bivision6f Secur?ﬁ;
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SEMORANDUM FOR:  Depunty Rixectory for Adeinistration
SURIELT v . 5. Huclear Ragunlazoary Cosmission
Requast § |
STATINTL ROPERENCE I 1 - T

i. Your apprdval uader N Es reguasted to STATINTL
[, ) <
contact the Muclesr Regulatory (oFmIsSien and LI55ORG
affirmativaly to the attachad letter of »eguasi.

" o g S %o e ™ g
2, Pith your approval, we will coanlaet Mr. Bwr
- * s = - w -
2ad discuss on ¢ bades and badzr nachine idsas,

( ' ' STATINTL
U .
ol
Charles W, Fana
Dirsctozr of Sssority
ATt jof JOHN T 2ECIIAHON )
' 12 : :
. L Mny wrs . ,
APPRDVED: éﬁti_qjﬁ< .-
9
DISAPTACYCD:
Dlatribution:
Criz - Retura to U3
Fow TMZiA
1 - B/fSec.
1 - DD/PTOS
1 - 0S5 Reg.
1 - Chrono
l _ _C/nrrvc‘r\ J =7 -3
STATINTL . . . ; _
05/DD/PTOS b (25 Anr 753)
o
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SUBJECT :

REFERENCES
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10 WMAY 1974

Deputy Director for Management and Services
Director of Security

Routine Agency Assistance to and Arrangements
with USIB Agencies and Departaents

A. Headquarters Notice No. dated STATINTL
30 August 1973

B. Director of Security’'s emo, dated
19 September 1973; Same Subject

1. Action Requested: That the Office of Security be

given approval

to render routine assistance to and enter into

arrangenments with the agencies and departuents of the U3IB.

2. Background:

(a) On 30 August 1973 a management matter
was brought to the attention of the Agency in the
form of a Headquarters Notice (iiN which out- STATINTL
lined the Agency's position vis-a-vis assistance

rendered

to other federal, state and local govera-

ment departments and components. In essence ths
Notice set forth a reporting system whereby sach
Operating Official was obliged to report to his
Deputy Director all such assistance or arrangenents
so that any activity which might be considered
illegal, questionable or cause embarrassment to the
Agency would be avoided.

{(b) On 19 September 1973, the recent Direc-

tor of Ss

curity, Mr. ioward J. Osborn, responded to

HN ly citing examples which he felt needed your

approval.

Approved F8
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(¢) <Coznizant of my rvresponsibilities as
Director of Security, I have recently examined
the matter of rendering assistance to, and entering
into special arrangemeants with the agencles and
departments of the Uanited States Iatelligence Soard.
Special emphasis was placed upon that routine support
which has arisen out of the day-to-day busianess of
this Office interfacing with the USIZ comaunity. 1
am referring to those routine oral or written requests
of common concern and nmutual interest which do not fall
within the protection of intelligence sources and methods;
and which have been directed to past Directors of thais
Office, and I am sure, will be directed to me in the
future. In hoanoring these routine regquests, I resalize
that, pearhaps, we are acting outside the framework of
our sole responsibility to CIA, but are doing so for
reasons which make sense to me and which are herein
subnitted for your coasideration, Such activities,
for example, have included (1) shoring up the security
of a USIB agency or department’s physical eavironzment
(secures areas, etc.), {2) lending security equipment,
and (3) oproviding instructions in security techaiques

&

and know-how (letter bomb detection).

(d) Such activity is perforaed in a spirit of
unity and cooperation, and 3s a consequence enhances
CIA's inmage throughout the USIB commuaity. I am con-
vinced that such routine requests shculd continue to
be met without unnecessarily burdening your busy
schedule by seeking your approval each time. In doing
so, considerable time, man-hours, secretarial support
and related supplies are also saved. In respoanding to
these requests there is no intention on our part to
circumvent Headquarters Notice Ho| | but to parti-STATINTL
cinate as a cooperative menber of the UYSI3 environment
in consort with the dictates of common sense and effec-
tiveness,

(e) The nembers of ny staff who iaterface with the
USI2 agencies and departments have been made aware that
any unusual or extraordinary request for outside assis-
tance or special arrangements wre of vital concera to
the Agency, to you, and to me, as well, and must be
brought to my attention and approved by you, if an
action is warranted.

YA
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3. Recommendation: That this type of routine request
for support or special arrangements with the USIB community,
cutlined herein as examples, be approved by you as activities
which fall within t ted intent of paragraph 7 of Head-
quarters Notice No. |

Charles W. Kane
Director of Security

APPROVED :

DISAPPROVED:;

Distribution:

Original - Return to Director of Security

2 - DD/M§S
1 - Director of Security
1 - C/SSC
1 - SSC Chrono

0S/P§M/SSC era (3 May 1974)

3
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7 May 1975

-

MEMORANDUM FOR: Deputy Director for Administration .
General Counsel

o~
ro
L .2
>
3

SUBJECT : Lacunae

1. In the course of the Director's depositions given to the
Rockefeller Commission Staff and of his testimony to the Commission
itself, there emerged several issues that would seem to require-
action. (Some of thase issues have been discussed at Morning

Meetings; the purpose of this memo is to make them part of the record.’)

2. Some of our surveillance and investigations indicate that
over the years we have used more than one channel to obtain advice
and data from the Internal Revenuc Service. OGC and the Office of
Security have each(and separately) been involved. The law permits

any Agency head, with proper justification, to seek IRS assistance .

on request to the Secretary of Trzasury or the Head of IRS. It would
seem appropriate to develop an .izreed procedure for handling thi=x
within the Agency. A single chznnel, operating with specific approvail.
of the Director in each case, may be the best bet. As a suggestion,
how about a directive, signed by the Director, that lays on the pro-
cedure? ‘

3. A Presidential directive of 1965 prevents wiretaps in
National Security cases unless approved by the Attorney General.
We have no set procedure to govern instances wherein we may want
to seek such approval. Presumably, the request would be forwardad
to the Director for his approval and for his discussion with the
Attorney General. Assuming the Office of Szcurity or DDO wonld
initiate such requests, shouldn't we be clear on the procedure? For
example, should OGC and perhaps the IG, chop on each request
en route to the DCI? Once again, either way, a DCI directive would
seem to be the best way to lay cn the procedure. '

Approved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0
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- 4. The Director has been asked why his 8§/29/73 and 6/74
directives have not been incorporated in Agency regulations. He
responded by saying many should and would be; some may not be
appropriate for regulations. I am sure he would accept DDA
determinations either way. :

E. H. Knoche
Assistant to the Director, CIA

~cc: Inspector General

Chairman, CIA Management Commitiee
Mr. Ben Evans

A )

KE

By

b
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MEMORANDUM FOR: Deputy Director for Administration

SUBJECT ¢ Lacunae

REFERENCE : Hemo from H. Knoche dtd 7 May 75, °
same subject {DD/A 75-2295)

1. In paragraph 2 of the subject memorandum, Mr.
Xnocha suggests the issuance of a directive signed by the
Director which establishes procedures for requesting data
from the Internal Revenue Service. 1 agree that this would
be in order and feel that the channel for routing such
requests to IRS should dbe the Office of General Counsel. I
wouid suggest, howaver, a copy of any such request be fur-
nished to the Office of Security for Office of Security
records.

2. Regarding paragraph 3, Mr. Knoche suggests a
directive setting forth the procedure for requesting wirs-
taps. He indicates that perhaps any request should be routed
through OGC or perhaps the IG for staffing. I would agree,
and suggest that routing bs through the appropriate Deputy
Director, through OGC to the Director, and once agaln with a
copy for 0ffice of Security records. I would expect that
any such proposal would probably come from the Office of
Security, but we would wsnt to insure that we are aware of
any propeosal not initiated by ths Office of Security.

3. Your question, I suppose, is who would prepare such
a directive. This would normally come under DDA cognizance
so I refer this back to you. If you want this 0ffica to pro-

pose such a letter or regulation please lst me know.

Charles ¥W. Kane
Director of Security

Distribution:
Orig. § 1 - Addressee

1 - 0§ Reglstry—f’
1 - Chrono 1 - DD/PSI

DS/CWXKane:xjw (14 May 75)

0S 5 2658A
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21 May 1975

fEMORANDUM FOR THE RECORD

*

SUBJECT : Federal Jurisdiction Over
Headquarters Property

M/R by (OGC 75-1521), Subj:
Jurisdictional Status of Agency Propert'y,

d 11 April 1975
el it o
1. I called Mr. Gil Haith, Assistant Attorney General of V' 1ram1ahe7 ; |

today to discuss further the matters covered in referent. I proposed to

him that the language of the first half of Subparagraph 1 of Section 7.1-21

of the Code of ‘hrglnx:‘ 1950 (1973 Replacement Volume) is self-executing

and does not require a Deed of Cession from the Governor and Attorney

General of Virginia. That part of Subparagraph 1 relates to concurrent

jurisdiction over crimes and offenses occurring on the sites thevein-- -
the Agency's Headquarters property not qualifying within the'scope of -

any of those types of sites. Mr. Haith explained that to date the Attorrey

General has taken the position that this part of Subparagraph 1is not

self-executing. I told him that my view was that the language of that

part clearly makes it self-executing and he agreed that that seemed to .

be a reasonable interpretation. That argument is bolstered by the fact

that the second half of the Subparagraph provides a procedure for

additional jurisdiction when the Governor and Atuorney General of Virginia

agree that such is appropriate. :

STATINTL REFERENCE

2. If this interpretation is correct, there remains one additional
problem. That problem relates to the interpretation of the words "such
additional jurisdiction" in the second half of Subparagraph 1. There is
no indication as to what these words refer. It could be that they refer o
concurrent jurisdiction over other than crimes and cffenses, it could ba
that they refer to concurrent jurisdiction over other than crimes and
offenses committed on the specified sites or it could be that they reiar o

Approved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0
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additional jurisdiction, including exclusive jurisdiction. M. Haith
infermed me that to date the Attorney General has interpreted this part
of Subparagraph 1 to permit additional jurisdiction, including exclusive,
to be ceded for the purposes specified within the first half of this Sub-
paragrzph.

3. I suggested thatif my interpretation of this Section is correct,
then the Governor and Attorney General could cede at least concurrent
jurisdiction ovez'-“éfimes and offenses to the Agency to cover those parcels
of our property added to the Headquarters compound after the execution
of the Deed of Cession we haye.;éovering the main part of our property.
Mr. Haith agreed to take this matter up with the Attorney General and be
back in touch with me as to their decision.

cc:ik D/Logistics
'~ C/Headquarters Security Branch/OS

Approved F(or Release 2002/07/02 : CIA-RDP83BOO§23R000300040001-0
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23 HAY 1375

MEMORANDUM FOR: General Counscl

ATTENTION

N

SUBJECT i : Secrecy Agreemcnt - Censultant Contract

1. This memorandum 1is being submitted as a follow-u
o

to our discussion on 9 May 1975 concerning the standard
secrecy agreement paragraph of the consultant contract.

-

2. As you recall, the consultant contract for

secrecy agreement:

loriginally contained the following

"Secrecy. By virtue of personal knowledge
acquire uring this and any previous association
you will become privy to employees, assoclates,
plans, programs, methods and the 1like ol this
organization, in particular, and the U. S. Intelli-
gence Community, in gensral. As a direct
consequence of this knowledge you agree to keep
forever secret, all classified information so
obtained; to refrain from precsenting a papsr
writing for publication; making a speech through
any media or forum, or other public statement on
the subject of intelligence, factual or fictiomnal,
if the subject is related to programs and functions
of the Agency or other Intelligence Agencies,
without the prior authorization of the Assistant

to the Director. Violation of such sccrecy may
subject you to criminal prosecution under the
espionage laws of the U. §. and other applicable

laws and regulations.” \
objected to this agreement and the DDI proposc
T TovIsoo oprecnent which, as a vesult of the 9 HMay mectin
with you, ¢f the Office of Sezcurity and




.{A‘g ’ [N s 3/\
25X1A o pprove

o Rflefﬁe 2%07!1% mﬁ&%&‘a@?g&g:’ﬂq.; ,30\024_909?1801‘ porated

In @ now contract for ignature. That agreBs5X1A

vhich was approvecd only 1n the <pecific case of
| |read: ~.

. "Secrec In the course of this asscciation
with the Centrgl Intelligence Agency, you will
have azccess to information that is classified

11652 All such

[

f

25X1A(

accordance with Executive Order ;
classified information remains the property of
the United States of America. Accordingly you
agree:

-~ To surrender, upon termination of
this contract or at the request of an zppropriatc
Agency official, any classified materizl you may
acquire as a resu’t of your associaticn with the

Agency;

-- To SUbnlL to the thnuy any material
;ou prepare for publication on the subject of

1nte111gence or intelligence

sources and methods,

prior to showing it
or literary agents.

to any publishers, edltors,
(This procedures is for th

- sole purpose of determining whether it conhawns
any classified inforrmation as defined in Exscutive
Order 11652); and,

-- To refrain from divulginc
or revealing any c11°<Lflnd informa
during your association with the A" ALY to any
unauthorized individual without prior written
consent of the Director of Central Inteliigence
or his representative."

g
‘
0
:)va
od
w
~1
3y}
-

3. OGC memorandum 75-1020, dated 18 ¥z
reviewed the concepg of app01nued versus in
contractor status for the Agency's consulta
menorandum had been prepared subseguent to
contract being prepared for |
sccrecy agrecment suﬂgcstcd Tor
for TFY 76 reads as Follows:

25X1A

Y »'-"«"ri'ﬂ""
1 4

-
e

The Cconsul

ct ,.1
LI AT e

"Secrecy. By virtue of this comiract, you |
will bocome p11 Jy to eng ployees, associutes, plaas, }
programs, methods and other informatioan of the |
Central Intelligence Agency, ir particualzar, and ;
the U. S. Intelligence Community, in gonstal, As ;
a specific conditicn of this contract, you agroa
to keep forever secret, 2all clazsifisd informotion
co ohtained; to refrain fron preseniing a papay,

.--P v ) {' E‘
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writing for publication, making 2 speccoch through
( A any media or forum, or otb T p”DTAC statement Qn
. the SLbJE‘C*’ of. lpte]_]l"“ﬂc Factual or xlCthD?ﬂ
on a subject related to pr0fran> and functions of
the Agency or the Intelligence Community, without

[¢ IFAY
HY . . S i
the prior written authorization cf thc Director.”

t .
" -

’

4. Since this office must pre
new consultant contracts for FY 76
your opinion as to whether a modif t
agrecment contained in paragraph 3 above should
If no modification is necessary, yOuTr concurrence

is requested.

~
U‘
O‘C»)U’ﬂ
:’
7
r‘\
[
]
¢

25X1A

T e

Contract Personnel Division

“CONCUR:

25X1A -

Pl el
T ULLICTC UL oOtnocrIar vOluUnsay
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3 0CT 1975

MEMORANDUM FOR: Deputy Director of Sscurity (PgM)
SUBJECT ¢ Termination Secrecy Agreément

REFERENCES : (a) D/Sec memorandum to ADDA dtd 11 July
1975, same subject

(b) OGC memorandum to D/Sec dtd 11 September
1975, sama subject

1. Reference (a) addresses the possxble nead to
modify the current Termination Secrecy Agreement in.
response to a requirement originating with the Director
of Central Intelligence. The memorandum was forwarded
to the Office of General Counsel (0GC) for coordlnatlon.
Reference (b) contains their comments.

2. OGC suggests that strong coasideration be given
to making certain revisions in the current Termination
Secrecy Agresment including the substitution of the
word “Acknowledgement" for "Agreement" in the titles
of Forms 305 and 305A. Ve coacur in such changes being
adopted for the resasons stated by OGC and have rewritten
the Termination Secrecy Agreement incorporating these
suggestions. A draft copy of both revised Forms 305
and 305A is being provided you for your review and
retention. It should be noted that if the revisioas
are adopted, certain parallel changes in Headquarters
Regulation[ _ |will also be required.

3. It is requested that your office complete
whatever additional coordination may be required for
approval and implementation of the suggested rVV1sious.

STATINTL

DeputyDrrecrtoror ostorzcy PS5 1)

Atts
Distribution:
Orig - Adse
1 - DD/PSI

TABPrEdeH Far Releese F00%0H07 A FFROPETBUISRIR0003080400919  STATINTL
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Deputy Directer for Adainistiration

Fage :  Divector of Zscurity
SURIECT 3 W:‘«mummw
terior, Geslogical Syvey
stm?irshh
REPIRSEEH 1 dtd 25 Jpril 1373, Sobjectt Agewmy

o B, 5, Federal, Stats and iocal
Sowmrament CoRpoxneots

i. Actiom Beguested: It is yeguestad that the (Fflce of
maw-dmm:@wwmuwm
ﬁ,mm!dm Surwey Faciliting {Bldyp
£-1), Daston, Virgisis, mcch to inclade the handlisg
szd storsgs rrocedures for contrel of comsartismted zaterials,

1. Bacigromd:
| {(a} The Resten, Virpinia fecility (W13y £-1)

was oriziaally accredited for the recsipt and storage
of?l!Msaaumw : satevials
gmwnmwgzmm?w

() Sianze the dats of accpeditation, USSS hes
Jeased space in 3ldg. B-1 to the Forustry Service,
Degartzent of Agriculture, sod the Coast and Cecdstic
Survey, Dopartaent of Coeperce in an sifort ¢ place
aﬁ&&.mﬁmnﬂmmmm
Iocatios wheve 2ll muy share the bemefits of 2 cox-
pertaonted camtyol conter.
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3. 3taff Pesiticon: Hecawse tue Departzent of Interior
iz 3 aon-uSid mecher dopartment, ths (1A rotalos security over-
sipht respansidility for the cospartsented materials it dissaminates
5 the DeparTtment of Iaterior. Altbsugh an Inspection hag nol ™
noph forserly rogossted by USGS, it has been Jisgussed and
=atually agreed cpom us advisabls. This will de 2 particulayly
wweful waiertakisg in view of the roecent USIS decisica rezarding
ceclassification of certain T/X materials.

3. Zecommendation: It is recosmecded that you approve
the conduct of the izspection specifisd ia paragragh 1 abowe.

Charles ¥, Iane
Birecter of Saeurily

DLEAPPRONES:

Distridution:
Crizinal - Zaturn to Cffice of Securily
2 ~ Dsputy Dirsctor for Admindstratiem
- Iaspector Gemeral
- D/S
- OS Registry
SsC

STATINTL 0S/P&M/SSC fb:6-13-75

N b pg

-2 - :
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21 UL s

MEMORANDUM FOR: General Counsel. _ ‘ _ |
VIA
SUBJECT

e

Deputy Director for Administration

Procedures for Handling Mentailyf?<’
Disturbed Individuals Who Attempt
to Enteor the Headquarters Compoumd

-8

i. On 18 July 1575, an individual was dropped off
at Gate #1 by a cab driver who stated he had picked him
up at Dulles Airport. The individual raised his arms
and cams at the Federal Protactive Officer guarding the
gate who immediately subdued and handcuffed him. - .

'~ 2. During the coursa of interviews at the Gaze #1
Catshouse, the-individual exhibited obvious signs of :
confusion and disorisntation. He volumtesred that he |
had escaped from a mental iustitution ia the Chicago, - :
illinois, arsa and had come hers in response to signals
this Agency had seant him via television, and wished to
sse Mr. Helms, Ha alluded to visits from angels and
commands from heaven and indicated that prior to his -
escapes ha had been receiving thorazine twice a day., = -

In response to questioning, he stated that he had no -
more noasy and had no local address. - - - o o o

- 3. Vhen qgquerled concerning obtaining medieal N
assistance for the individual, the U, S. Attorneyts - . -
Office in Alexandria advisad the Federal Protactive - -
Dfficers to drivs the individual across the Distric:
lins and 1lzave hinm thervas,

4. In view of his obviously troubled condition,
this advice was igmored and contact was mads with the
Fairfax Police who quickly came to the sceae but stated
they wers powerless to take ths individual into custody
unliess he made some overt ili=gal act, such as assaulting
tha Fairfax Police Officer.

STAT
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[ 5. Having reached this impasse, the assistance of -
your Offics was sought and| To- " STATINTL
contacted the U, S. Attorney's Uffice. After consul- '
tation, thes U. S. Attorney instructed the Agency to

take the individual to 3t. Blizabaths (this was later

chanved to D. C. General Hospital).~

6., Two Fedoral Protective Officers drOVs the indi- . ;
vidual to D. C. General Hospital where they were turned ?
away, as wes understand it, by the Hospital Legal Officer. ;
They returned with tha individual to the Haadquarters
Campound. o ,

A

7. ?hen again contactad the U. S. Attarnay s
0ffice called the hospital, talked with tha Legal
O0fficer, and are of the oplnion - although lacXing any
fornm of proof - that the refusal was probably based |
upon the fact that the individmal wss being brought to”
the hospital from this Agency. The U. S. Attornsy,_
Mr. Justin Williams, apologized for our having bsan
given the wrong advice by his Office and then went on *“‘-<
to instruet the Agancy to take the individual off the
[ Headqusrrers Compound, onto Fairfax Cowmmty property, . |
: and leave him there, L ‘ , S
8. After inforning the Fairfax County Police that -
we wers taking this course of action, the individval - -
was turned loosa out near Roata 123, SRR

2. We are, naturally, trounbled by the questionabla
humaneness of this procedurs as well as the propriety of
turniag extremely disturbed individnals loose upom the :
countryside. "This Office would g greatly appreciate yoar - STATINTL
asszstmg us in contacting the aparopnate authorities in -
order to ostablish a viable operating procedurs for bhandlino
this type of individual in the future.

STATOTHR extcn:io{;;;;:g 15 familiar with this marrer ong WIIi OTo~-
vide you ay additional in‘ormatisq you may require. A

M

¢ STATINTL

Tharles ¥, Xane
Director of Security

Distribution:
Oriy § 1 - Addressee
1 - DDJ/A
{ 1 - D/Sec
1 - DD/PTOS
1 - C/HSB

Approved For BR1e€€2002/07/02 : CIA-RDP83B00823R000300040001-0
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235 JUL 1975

MEMORANDUM FOR: Deputy Director for Administration

VIA : General Counsel
Inspector General

SUBJECT : Letter to the Federal Aviation Agency
Concerning Agency Policy on the Carrying
of Firearms : :

1. Action Regquested: It is requested that you
approve sanding the attached letter to the Federal
Aviation Alministration.

2. Basic Data or Background: The Director, Civil
Aviation Security Service, Federal Aviation Administration,
has written to this Agency asking that we provide the

Security Service with a letter stating the policy of the
Agency concerning the official need for Agency personnel
to carry firearms aboard air carrier aircraft. The

letter would be kept on file in the Federal Aviation
Administration Headquarters for reference purposes and

to eliminate the necessity for direct and separats ar-
rangements with the various air carriers prior to carrying
weapons on board commercial passenger-carrying aircraft.
The stated overall objective of this request is to promote
aviation safety by implementing uniform and proper proce-~
dures for the carriage of weapons.

3. Staff Position: Agency personnel rarely carry
firearms aboard passenger-carrying aircraft. The only
known occasions over the past several years have been when
a member of the DCI Security Staff has accompanied the
Director or Deputy Director in their travels. Complying
with the request and the filing of the attached letter in
Federal Aviation Agency Headquarters should help to prevent
unnecessary difficulties and delays when mambers of the DRCI
Security Staff go through air carrier screening procedures.

vyl

i

0S 5 5291
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The law snforcemant disclaimer exprasssd in the
£irsz paragraph of our proposad re:aoasa was »3u5eu by
. the uss of tha term YLaw Enforcement O0Ffficials™ through- _
out FAA Advisory Circular 121-13 which accompazanisd the -
raguest from the Sscurity Servics. It i3 cl2ar {rom the
text 52 the Circular as well as the text of U. 5, Fedaral
Aviation Regulatiom 121-37 that they ars really referring
to uny 9official or eaployss of the United States™ and,
as we point out in ‘the J1acla_mar, are usinz law snforca-
meat 5Fficials as a convenisnt short ané tarm. Thls
intsrprotation has been substantiated im a tslsphone
c3ll to the Civil Aviation Security aerV1»u. :

4. Racomaendation: t is racommended that you
approve sending tas attachad letter to the Pederal
. Aviation Ad=minissration.

STATINTL

‘Robert ¥. Gambino
cting Diractor of Securily

-“’?‘t. -
/ NROTIIDT IO .
‘ \ C&;.“Lv:&:;—‘.-i\au.

[/ Jdug /7 7

Jonn 5. Harner

. GCeneyrz2l Comnsal

Domald ¥, Caamperiain dazaY
Inspeactior General

(%4

- ) —
APDROVED: 7 CUJ%D V))

DISAPPROYED:

Diszribunion:
Oriy ~ Reiurn o 03 1 - D/Sec
2 - IBJA 1 - DD/PTOS
1 - 250 1 - C/PhySD
Lo~ iG 1 - CéD%I Sec Stf
‘ 1 - 0S5 Registry
STATINTL QS/C/GP! 1 25 Jul 751 - Chrond
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CENTRAL INTELLIGENCE AGENCY
WasHinGgToN, D.C. 20505

25 JuL 1975

Mr. Richard F. Lally, Director
Civil Aviation Security Service
Federal Aviation Administration
Department of Transportation
Washington, D. C. 20591

Dear Mr. Lally:

esponse to your TGQL°SL of 16 July 1975, I have
outlined telow the policy of this Agency concernlnc the
official need for our personnel to carry firearms' aboard
air carrier aircraft. I nmust p01nf out at the outset that -

these pesrsonnel are not law enforcement officials ‘in any
sense of the word. However, based on your conversation
with Mr. Charles Karne on 22 July, I understand that the
term "Law Enforcement Official,” as used in Advisory Cir-
cular 12i-18, is employed as s _convenient shorthand texin
for "An c::1c1a1 or e“ployep of the United States who has
official authorization to carry firearms.

By internal regulation, the authority for the
issuance and control of firearms rests with the Director
of Security who must insure that each individual is com-
petent and qualified in the use, handling, and care of
fircarms and that the security factors present in esach
situation warrant the carrying of firearms by that indi-
vidual.

Agency employees authorized to carry firearms

possess Agency credentials which identify them as en-
ployees and bear a clear full-faced picture, the

Approved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0
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‘e

saployea's sigssturs, ond the signaturas of both the
Sirestar of Cantra) Intellizsnes 223 gha Director of
S2curizy. They also possess Arzsacy firesarm ctadantlasls
bearing the 2ase Infornation a3 sutlizaed abave, .

It Das baen the policy in ths past ts ssversly
iimiz tha30 occasions 53 walckh tho carrying of firasrsy
13 antiorized, and this policy will bo continued ia zas

fature. For the 205t part, fhase occcasisss wiil invelys

the accoszaninent of 239 Divszzor op aepgulty Director of
Lentral Intellizeacs, 6r othsr semiar officials, and
tao ¢onzsaitant trinsportation of ssasitive material,

-

This Ageacy greatly appreciztes your cooporation.

1f ther= is aay fprtasr informaticz yau sasd, plaaszs
iet zo Enew,

Sinecavoly,
Robert ¥. Lazbian
AGtinz pizesrtor of Jesurity

Diseeibution;
rizg - Adss

1 ~ 2DJA

1 - 950

1 - 34

1~ £/BCY 8ag B8

1 - D/Sec.

1 - DD/PTOS

1 - OS Reg.

1 - Chrono _
0S/ADD/PTOS Rl (23 Jul 75)

Approved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0

STATINTL




. _‘:’AQT TARH: 619 “"B\’tgﬁﬂeRZD&ﬁg(PZ CIA-RDP83B00823R000300040001-0

FEDERAL AVIATION ADMINISTRATION

WASHINGTONM, B.C. 20331

*e

_;;-! ,? L “}; ‘ -
STATINTL ~ 29I E——""

Chief, Dirxector of CIA Staff
Room 7D30
anglsy, Virginia 20101

STATINTL Dear| |

As you nay be awvare, problems have davelcped over a
g ars involving the ca*rlag of weapons aboard

period of year

aircraft and the transportation of persomns in custody of
-—2an
— R

ol
o
gn

law enforcexmant officers. Thes2 situztions represent
potential threats to aviation safety. In addition, law
enforxcemant ofIiicers have encounterad difficulties in
both areas Sa2cause of ths lack 2 uniform procedures which
sometime result in airlines or pilots refusing to carry
armed oZZficars or to transport priscnars.

o In recogn 11T of these problems, tha Faierxal Aviation

o nd?ln str= {TAZ) issued an anzaiosns (121-31313) to

axt 121 cZ tha Federal Aviaticnh Rszulations (FARs} which

becom s effective on July 20, 1%75. Tha intent of tha
regulation is to reduce to an absolute minimum the nurmber
of weapons baing carried aboard cormmercial passenger
carrying airxcraft and to establish safe procedures for
the transportation of parsons in the custody of law
enforcemeant officials. Copies of the ruls and related

Advisory Circular are enclosed.

It is not the intention of the FAA to hindex Fedaral officers
in the performance of their duties, but rather tc assist
them. We do, however, reguast the cooparation of =21l
agencies to eliminate the unnece sa?y carriage of wazpons
aboard commercial passenger CTVIYl aircraft. Wea o2t

with representatives of the air carflers and with tho

ragaral egencies affected for the parposs of daveloping
effective and practical procedures con“crﬂing tha §ar:iage

of waapons aboard alrcraft and the aixr transporiation

~S oxizoncrs. Tia baliova this hos HBman actizrizil. -
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L] . v

2 .
Padaral oFficers who find it necessary 10 caryy Iireadrms
sboard air carrier aircraft will be recguired unler the ]
new rula to notify the air carrisr at least one houxr

in advancs wherevar possible. Thay must also prasant
identification that includes a clear, full face piclure,

- - - . » . - N = 1..=-‘.. "_l 1
the officer's signature and the signature of an attihorized
official of his service or the official seal of his sz2xvice.
"The officer must also have an official nead to carry the
weapon aboard the aircraft. This dete nation will b=
made by the individual officer bassd on thz policy of
his agency.

Only th which may be reguired for tha pariormance
of offi bv the officars while in-flight or during
the per baggage check-in prior to enplaning and
- slanid hould b2 carried.

baggage deplaning sio
It is r t each agency provids the FAA Civil
Aviation ervice with a letter stating the policy
of the rning the officizal zne=d for their
parson: firearms abecard zir carrier alircrart.
These be keot on Sils in thz TAA Hsadguarters
for .re ~poses and will 2lininzts the nadessity
for direst =znd saparate contacts bziwsa2n ths various agencies
and .the zir zzrriers.

. . . — e et -
Aviation szfety is our objective. wa2 1$p}emahb§hlon oF
uniform ans oroper procedures Ior tn§ carriage of weapons
aboard aircrzf: and the air transportatiom of prisonexrs 1Is
vital to safe air transportation. It is believed that
adherence to the prescribad procedures will assure that
authorized law enforcement officers are boarded without
interference and a minimum of inconveniencz2. At the same
rime, additional safeguards for the safety of ailr traval
will have been adopted beneficial to all.
e respectfully reguest the continuad suoport of wvour
agancy.
8incerely,
/'\ -.
L) s e
! S )

- ? -/ .

e e T e T
PICHATD ¥, LALLY ’ )
Dirocktor, Civil Aviation Secusiity »Trvied

L~ o~ Ty Ty
ISR R D I RIS
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DEFENSE NUCLEAR AGENCY
WASHINGTON, D.C. 20305
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0AIS 22 August 1975

Director of Security
Central Intelligence Agency
Washington, D.C. 20505

Dear Sir:

It is requested that representatives of your agency conduct a
Hostile Audio Surveillance Briefing at the Defense Nuclear
Agency. A member of my staff recently attended a presentation
by your Technical Services Division at the Defense Communica-
tions Agency, and found it to be highly informative. I am
certain the briefing would provide Lt Gen Johnson, Director,
DNA, with a significant insight into the hostile Audio Surveil-
lance threat.

Attendance at the briefing would be limited to General Officers
and senior civilian and military personnel. All persons atten-
ding will have been granted, as a minimum, a TOP SECRET clear-
ance. The DNA action officer and point of contact is Mr. Pat
Klotz, telephone number: 235-7402.

Your attention to this matter is greatly appreciated.
FOR THE DIRECTOR:
LOUIS OKYEN

Colonel, USA
Director for Intel § Scty

Approved For Remé?e mm : E‘EERBE& 00823R0003006’45001-& d 3 8 r«'
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OGC 75-3393 -,
18 Suptember 1975

MEMORANDUM FOR:

SUBJECT : Aspects of Intelligence Sources and Methods

1. Attached is the final list of the Aspects of Intelligence Sources and
Methods. Hopefully I have incorporated all the thoughts each of you has
given me pursuant to your initial responses and your recent review of the
first draft of the list. If you find the Aspects offer satisfactory coverage for
your activities, would you so adviss who will be coordinating for
the DDA, priox tc 19 September. I will leave it to your judgment as to the
degree you want to involve the head of your office. If you have comments or
problems, please call me as soon as possible so those can be resolved
prior to the date of our going forward to the Director.

2. We have tried to organize the Aspects into broad subject groups.
While in most cases this is possible, there is some overlap in that some
Aspects relate to more than one of the groups. I hope such grouping will
facilitate your review. Grouping the Aspects required renumbering them.
I have attached cross-reference lists showing the old and new numbers. OGC STAT

STATINTL
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Such a determination can then be considered for use in injunctive cases such

as Marchetti and in Freedom of Information cases in conjunction with exemption

3 of the Freedom of Information Act (FOIA). The determination is not associated
with the classification system as currently defined and prescribed in Executive -
Order 11652. As a practical matter, the listing will, in effect, become a definition
of what constitutes intelligence sources and methods.

4. In this regard, the Agency secrecy agreement will have to be modified
in order that a separate contractual agreement will protect intelligence sources 4
and methods from unauthorized disclosure. This separate protection will be
in addition to the current secrecy agreement regarding the protection of
classified information. '

5. Documents containing Aspects of Intelligence Sources and Methods
will have to be marked indicating same. This, of course, is independent of OGC
OGC any markings because of classification pursuant to E.O. 11652. STAT|
STAT

6. After adoption by the Director, regulations will have to be promulgated !
to establish procedures regarding the Director's determination. Included therein f
should be, a2mong cther things, procedures for review and update of the list of :
Aspects and the consequences of disregard or violation of the procedures.

7. As many of you know, the general philosophy in drafting the Aspects
has been to include both general and specific Aspects which may have over-
lapping application. If the general Aspect can be used in a specific case, we
will avoid disclosing specifics; however, in many cases the particular office
concerned has suggested including a more specific Aspect in order to have an
alternative should the specific case dictate its use. Obviously, there is wide
latitude here. Lacking further guidance as to what standards courts will apply

-

p/
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in either an injunctive or FOIA case, it is my view that at this.time the Agency
will have to depend to a large exten? cn the views of the office within the
Agency that has primary responsibility in the area that is the subject of the
particular Aspect, together with legal advice from this Office. There have
been several suggestions regarding merging certain Aspects. I have tended
to separate related Aspects so that when we are required to use one of them,
we disclose as little of our operations as possible. Obviously, this separation

can be only a matter of degree but as the Aspects as written seem to satisfy the

components that originally suggested them, I am somewhat wary of major
modifications thereto.

8. The list of Aspects represents considerable effort by all components
of the Agency. This Office believes that the product of the resultant list was
certainly werth the effort. Itis our opinion that the implementation of an
intelligence sources and methods protective system will offer significant pro-
tection of assets of this Agency that has heretofore gone unrealized. We are
very appreciative of all the efforts that each of you has made to this
undertaking.

woalotd2ll UTILIT O al wOLULIOCL

Attachment

Cd
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30 00T 1975

General Counsel

ATTENTION :

THROUGH ¢ Jeputy Dirzctor for Administration

SUBJECT : Proposed Letter to the Justice Departaent
ra Procedures for Reporting Titla 18
Violations o

REFERENCE ¢ Request froa OGC for comments g1 Subject

Letter, dated 14 October 1

1 Pursuant to rafereaced reguest,
5 forwarded for your consideration:

when
Mirapda
refers

¢. Subparagraph 1 provides taat,
suspect individusls are necessary,
be given. Subparagraph 3, however,

275 .
Subparagraphs

intervisws of
Warnings will
to such inter-

views zs essentially administrative: and, 2s such, Jo not
require apprising the individual of the lMiranda Right of

a3 attorney. Instead, the individaal wiil
prior to questioning, that he has a constit
to remain silent and thas anytalag he says

be used by CIA as evidance for disciplinary action against
federal, state

3iz or be used for possible prosecution 3y
or local authorities,

3.. It is felt thar any individual susy
lating Titls 13 of the Yaittod States Cods,
the exteat of susnici should 5e advised
tae provisisns of ehs Mirand:

9% aa attornsy, Ther

H 1
parazrani i se 59 T

be inforsed,
atioaal right
can aad will

zcted of vip-
repardless of
regarding all

¥arning incluling the right
it is recom=manded that Sub-

the following com-

3
And 5 appear to be incoasistent relative to the Mirapda - -
¥ afforded aa individual suszected of corRnitting a
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MEMORANDUM FOR: Deputy Director of Security (PSI)

SUBJECT ¢ FEmployee Alcoholism and
Drug Abuse Program

1. Reference is made to my memorandum of 4 December
1975 and to your comments relating thereto.

2. On this date, we had a long discussion on the
matter with a representative of the Office of Generdl
Counsel, and that office has agreed to re-examine their
position that the Agency is required to develop a program
for drug abuse. This review will take approximately five
(5) working days.

3. In addition to the foregoing, the Office of
General Counsel, in the nresence nf a representative from STATINTL
this office, contacted Deputy Director
of Personnel, and advisea Ttnme IaTTeT OF the foregoing.
At that time, the representative of the Office of General
Counsel asked what the implications would be if the Office
of General Counsel reversed its previous position in the
matter. '

4. We took the position that the Agency should not
be required to establish such a program based on our review
of the law and discussion with the FBI and NSA. We also
took the position that if the Office of General Counsel
does not reverse its previous position (as a result of
strict construction of the law and the implementing
Federal Personnel Manual System letter dated 17 June
1974), that our present policy now constitutes an
"'appropriate' program and thereby complies with the
language of the FPMS letter. In addition to the fore-
going, the Office of General Counsel, as you are aware,
is preparing a list of statutu}s from which the Agency
is seeking a general exemption. We asked that PL 92-255
be included.

[ A U A ; ESRRIE B RVt

SN RIS PITLTTTTTAY 4331
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5. In view of the foregoing, it is strongly recommended
that.no further action be taken in this matter pending the
receipt of the Office of General Counsel's official response
to the foregoing. STATINTL

h — CNhi1exr, Clearance Division
STATINTL 0S/PSI/CD/ sh. (10 Dec 75)
P

S e
i bR

i -"‘ e : | ‘ N l r‘f' "
Approved For Rélease 2002/07/02 : CIA-RDP83B00823R00

Ao w I e
.

0360040001-0




Y

Approved- For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0

OGC 76-0122
24 December 1975

MEMORANDUM FOR: Liaison Officer/Office of Security

SUBJECT:

1.

Agency Compliance with the Drug‘Abuse Office
and Treatment Act of 1972

You have requested an opinion from this Office as to whether the

Drug Abuse Office and Treatment Act of 1972, 21 U.S.C. 1180, requires the
Agency to develop and maintain appropriate drug abuse prevention,
treatment, and rehabilitation programs for its Federal employees.

Secondly, if the Agency is not excluded from compliance with the Act, is
the current drug abuse program outlined in HN ufficiently appropx%IéTlNTL
to effect compliance.

2.

Section 1180 of 21 United States Code reads in pertinent part,

(a) The Civil Service Commission shall be responsible
for developing and maintaining, in cooperation with the
Director and with other Federal agencies and depart-
ments, appropriate prevention, treatment, and rehabili-
tation programs and services for drug abuse among
Federal civilian employees. Such policies and services
shall make optimal use of existing governmental facilities,
services, and skills.

* % * *

(¢) (1) No person may be denied or deprived of Federal
civilian employment or a Federal professional or other
license or right solely on the ground of prior drug abuse.
(2) This subsection shall not apply to employment (A)

in the Central Intclligence Agency, the Federal Bureau of
Investigation, the National Security Agency, or any other
department or agency of the Federal Government designated
for purposes of national security by the President,
(Emphasis added.)

Approved For Release 2002/07/02 : CIA-RDP83B00823R000300040001-0
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3. The legislative history of this particular section states: "The
provision (§1180) is almost identical to section 201 of the Alcohol and Alcohol
Abuse Prevention and Treatment Act of 1970, and should be administered in
a_similar manner." (Emphasis added.) 1972 U.S. Code and Adm. News,

p. 2067. Since the Agency is required to comply with the Alcohol and Alcohol
Abuse Prevention and Treatment Act of 1970, it would reasonably follow that
appropriate Agency compliance with the Drug Abuse Office and Treatment Act

of 1972 would also be required. Also, if the Agency were excluded from
compliance with the Act, there would have been no need for the specific
exemption found in section 1180(c) (2), upra, re the dismissal of Federal
civilian employees for drug abuse. If this were the case, this subsection would
have been surplusage and, as such, forbidden by canons of legal interpretation.
Therefore, it is the opinion of this Office that the Agency must comply with

this Act and establish an appropriate drug abuse program for its Federal civilian
employees.

4. The question now becomes whether or not the current drug abuse
program outlined in HDI:IS a sufficiently appropriate response in com-
pliance with the Act. Due to the sensitive nature of Agency employment, ‘
Agency policy is to terminate any employee found guilty of drug abuse. The
right recognized in section 1180(c) (2) of the Act which specifically exempts
the Agency from the prohibition of the Act's dismissal provisions. Therefore,
it would appear that a program aimed at treatment or rehabilitation of drug
abusers could not be required of the Agency, since such employees are, in fact,
terminated. Accordingly, it would appear that the only appropriate Agency
response in compliance with the Act would be to develop and maintain a dru
abuse prevention program, and the program detailed in HN [s just sudTATINTL
a program. It provides for seminars, information, and guidance all aimed at
the prevention of drug abuse by Agency employees or their dependents.

‘ : TL
5. Therefore, it is the opinion of this Office, based on the above STATIN

reasoning, that the drug abuse program outlined in HN s satisfying the
requirements of the Drug Abuse Office and Treatment ATrorIy72.

Oifice of General Counsel A
STATINTL
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10 FEB 1976

HEMORANDINM FOR: General Counsel

SUBJECT : Proposed'"Fdreign Intellicence
Surveillanee Act of 1976

1. The "Foreign Intelligence Surveillance Act of 1976,"
g proposad by the adm;ni>tratzon, has been reviewed by
s Office of Security.

2. It is our feeling that proposal of this amendament
of Title 18, USC, is unwise becsusa it necessitates the
divulgence of sensitive information concerniang forecign
counterintelligence nmore widely tham is now required under
existing legislation.

3. The proposed bill woulé require apnlication; for

court approval of an electronic surveillance to include

- revelatisn to the court of s=2ansitive securi ty information
;elatlng to the intelligence activities of foreign goverm-
ments in the United States and the degree te waich we are
witting of such act1v1t1es. #hile we <o not mean to impugn
the integrity of such a3 court, security Lradition and prudence
suggest against any unnecessary revelation of sensitive infor-
mation.

4. Secondly, in contrast to the "Oanibus Crime Control
and Safe Strsets Act of 1963 (PL 39-351), the proposad bill.
contains no notation about the constitutional power of the
Prasident to take such measures as he deems necsssary to
protect the MNatlion agailnst attack, hostile acts of a foreign
nower, foralcn intelligonce activities, the overthrow of -
the Government by unlawful means, or any other clsar and
nresent danger. By such neglect, in our view, the propesed
amendment denigrates the power of the cxecuclve.

ILLEGIB o :
1f Security would suggest thst Agency

o parsvade agaiast proposing such STATINTL

Robert ¥W. Ganbino -
Director of Security

cec: FO-DOB/A
0S 6 0593
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OGC 76-1334
17 March 1976

William F. Funk, Esq. . .
Office of Legal Counsel .

Department of Justice . .

Washington, D.C. 20530

Dear Mr. Funk: o T

Pursuant to our conversation of 8 March 1976, I am enclosing
a draft letter which we intend to ask the Director to send to tn.e
At».orney Ceneral.

The first part of the letter requests modification of the
procedures for unconsented physical searches directed against
United States persons zbroad. There is actually a greater need to
have the approved procedure cover such emergency searches than
an emergency electronic surveillance because the situations which"
would require such a search are potentizally more serious than those
which would call for an electronic surveillance. In addition, because
an electronic surveillance requires greater preparation, there will
nearly always be time to obtain prior approval. This is not the case
with searches in the situations we have in mind.

The second half of the letter states the case for our elecironic -
surveillance detection activity. Since this activity is not conducted
for the purpose of acquiring non-public communications, and since
the Director and the Agency have affirmative duties to protect
intelligence information, we believe there is a reasonable basis to
conclude that the activity is permitted. As you may know, the FBI,
State Department, and others currently conduct identical detection
activity.

>

Sincerely,

.. ..v"or.] L

Impossiblc to f)etel mn:ze

T inioat i emibie mactt Duge or event) \ssistant General Counsel
Distribution:

Enclosure : Original - addressee

OGC: GWC: smf (17 Maxr 76) 1 - OGC SUBJ:

1 - GWC Signer
cc: ADDO S 1 - Chrono _
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1 MAR 19"75

The Honorable - .
Geoxrge Bush ~ BRI
Director . ‘ o ’ -
Centxral Intelllgence Agency

Washington, D.C. 20505

. Dzar Mr. Bush-

The General Counsel's office of the Central Intel—
"ligence Agency submitted to the Department of Justice a
draft of procedures to deal with those foreign intelli-
gence and counterintelligence activities requiring my -
approval under Executive Order 11905, which has .an effect~
ive date of Maxch 1, 1976. We reviewed those procedures -
and have made modifications. By this letter I approve
" the procedures, as modified, set forth in the enclosures
entitled as follows: (1) CIA Counterintelligence Activi-
ties in the United States; (2) Procedures Under Executive - .
Order 11905 for Unconsented Physical Searches Directed
Against United States Persons Abroad; (3) Procedures Undexr
Executive Cxrdar 11905 for the Conduct of Electronic Sur-
velllance by CIA.

Because of the time constraints, we have not been -
able to discuss all of our modifications with your Gen- .
eral Counsel's office. You may therefore wish to con-

sider these procedures as interim in nature, so that we

may discuss changes which may be necessary. Indeed, my
approval of the procedures set forth in Section 6 of

enclosure (3) above must be on an interim basis, since

new guidelines are being drafted in the Department to
supplement USSID-18, which I will seek to apply to CIA
operatlons as well, to the extent feasible.

Sincerely,

/Saza. 4&!7'%

Edward H. Levi
Attorney General

Enclgosures

(Rec'd by OGC on 28 Feb 1976)

. 4 ISY 1500 Gy
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8§ APR 1976

MEMORANDUM FOR:

Assistant General Lounsel,
General Law Division

THROUGH : Associate Deputy Director for
Administration B
FROM : Robert W. Gambino

Director of Security

SUBJECT : CIA Audio Countermeasures Activity
Under Executive Order 11905

REFERENCE : Memo for Director of Security from
Asst. General Counsel, General Law Division,
dated 25 March 1976, OGC 76-1525.

1. This memorandum responds to your request for
additional information on audio countermeasures inspection
procedures under EO 11905.

2. The following is a list of types of communications
which can be and occasionally are heard during audio
countermeasures inspections. They are listed by titles
consistent with the Federal Communications Commission and
International Radio Regulations in accordance with the
Geneva International Telecommunication and Radio Conference.

CONFIDENTIAL 72 ° ™77
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3. We agree completely with Mr. William Funk, Office
of Legal Counsel, Department of Justice, that "the fact that
you incidentally pick up such communications should not
make the entire operation an electronic surveillance any
more than turning on a citizen band radio would be ‘
electronic surveillance because it is capable of picking
up radio-telephone communications."

25X1A -
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7. We are of the opinion on the other hand that
any DCI request for approval of ACM procedures by the
Attorney General should be generic in its application
to those foreign intelligence activities of departments
and agencies supervised by the Committee on Foreign
Intelligence. "We hold this opinion in consideration of

~the fact that these departments and agencies share in

the responsibility of the DCI for the pProtection of

- intelligence sources and methods and that audio counter-

measures inspections are a positive effort contributing

to the discharge of this statutory responsibility. As

you are aware the DCI, through the Committee on Foreign
Intelligence supervises the foreign intelligence activities
of the CIA, the Department of Defense, including the NSA,
the Department of State, Treasury Department, Energy
Research and Development Administration and the FBI.

These agencies have an audio countermeasures capability.
Further, under provisions of Director of Central Intelli-
gence Directives 1/11, the Security Committee of USIB
includes a Technical Surveillance Countermeasures
Subcommittee. This Subcommittee, chaired by Victor

H. Dikeos, Deputy Assistant Secretary for Security,
Department of State, serves as the focal point of the
Intelligence: Community in the audio countermeasures

arena and we refer you to the Chairman of the Security
Committeeé | Room 7C35, CIA Head-
quarters BUTTdIng, for further information on the functions
of this Subcommittee .

8. We hope this information satisfies your needs.
As previously mentioned, we will be pleased to supplement
it and we are willing to provide representatives of the
Department of Justice with a detailed briefing and
demonstration of our audio countermeasures proceduyres

Robert W. Gambino

Distribution:
Orig - Adse
2 - ADDA
1 - Director of Security
- 0S Registry
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